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Austere Budgets Ahead

Foreword: There will be much said about the efforts to help the working poor achieve the Ameri-
can dream of home ownership. Concurrent with this humanitarian goal is the subprime crisis.
For example, an Adjustable Rate Mortgage (ARM), a subprime, is a riskier type of mortgage, perhaps
best described by the current Fed Chairman: Subprime mortgages are loans made to borrowers who are per-
ceived to have high credit risk, often because they lack a strong credit history or have other characteristics that are
associated with high probabilities of default [2]. With relaxation in mortgage practices came increases in
fraud. It was estimated that from 2003 to 2006 mortgage fraud more than doubled with $1 to 6 bil-
lion for 2005 alone [2]. With the costs of the mortgage bailout still an unknown, the question is how
long can we continue to fund
various Government programs’

The White House is projecting
a Federal budget deficit of $482
billion with Treasury Bill bor-
rowing totaling $555 billion [3].
The total public debt is cur-
rently $ 9.5 trillion [4]. As bad
as the Federal deficit is; the
trade deficit is growing faster at
approximately $2 billion per
day [5]. Consider the trade defi-
cit is greater than $7 trillion. This later is a redistribution of wealth that will make funding the Gov-
ernment more challenging as the tax base continues to plummet. This is like having 7 million million-
aires leave the country. Moreover, during the past week, General Motors reported their third largest
quarterly loss of $15.5 billion [6]. The question is how will Government continue to pay its bills? Past
approaches included budget cuts and increased taxes. However, the trade deficit shows no sign of
dramatic improvement so there will be less wealth to tax. In effect, we continue to allow countries
such as China and Japan to improve their tax basis. This leaves only budget reductions. And, amongst
the first items to get cut are quality and security.
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victim of identity
theft, it may be difficult to
determine the source of the
data breach. After receiving
multiple letters from finan-
cial and medical institu-
tions that my personal in-
formation has been com-
promised; how would I

may compromises was the
culprit? And in a growing
number of cases, bad actors
are exploiting a person’s
identity without an actual
data breach. For example,
one report indicates that
criminals are opening home
equity lines of credit unbe-

The personal computer has
made identity theft easier. Con-
sider that when you write a
check it includes your signature
and bank information. These
can easily be forged. To illus-
trate the ease, consider one
Utah woman created 83

(Continued on page 2)
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Thieves from outside can be
guarded against, but how to handle

the ones inside’~Anonymous
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B y one estimate, 41 % of

the Internet is still vul-
nerable to the recent DNS
cache poisoning attack [1].
One report suggests that in
the first six months of 2008,
75% of legitimate websites
were compromised [2].

So what might we expect next
from cyber criminals? Cyber
criminals have let loose a
virus called Limbo 2 Trojan
designed to steal on-line
banking logon information
[3]. Cyber criminals have
more tools available to ex-
ploit their victims. Consider

(Continued from page 1)

fraudulent checks using her
PC; including one check for a
Salt Lake County deputy dis-
trict attorney [2].

In California, the FBI arrested
a former Countrywide em-
ployee for an alleged scheme
going back 2 years to sell sensi-
tive information on up to 2
million mortgage applications
[3]. So far, 19,000 Country-
wide customers have been
notified their identity was
stolen [4]. An interesting
point is that the Countrywide
identity theft goes back two
years, just before the subprime
crisis. Now that law enforce-
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Cyber-Crime

one report indicates that mali-
cious software (malware) has
risen by 278 percent this year
(4].

To predict what to expect next
we can look overseas. In Korea
9 million credit records were
obtained by a Chinese hacker
and sold to Korean loan
sharks for over $2 million [5].
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Identity Theft

ment is focusing more on
mortgage related crimes, we
are starting to see the types of
crime that have been ongoing
but not detected.

Stolen laptops, containing
personal information on em-
ployees continues. Employees
of Bush Gardens were in-
formed that laptops with their
SSNs and other private infor-
mation were stolen [5].
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ortgage fraud is rapidly

becoming a major fo-
cus for law enforcement. Case
in point, in Texas, U.S. Attor-
neys have identified mortgage
fraud as a top priority [1]. Not
surprisingly, in New York
City, Rochester, and Long
Island, where subprime mort-
gages were most common;
mortgage fraud is up [2].

In Florida, three businessmen
and a lawyer were indicted in
a $83 million mortgage fraud
[3]. In New Jersey, the ring-
leader pleaded guilty to a $20
million bank fraud scheme
[4]. In Massachusetts, banking
officials accused the president
of a mortgage company, of
forging signatures and destroy-
ing documents [5].

In Colorado, police led a raid
on five homes and businesses
as part of a large mortgage
fraud investigation [6]. The
focus of the investigation was
forged documents, inflated
home appraisals and fraudu-
lently completed mortgage
applications [7].

It seems that a number of
people are getting caught up
in mortgage fraud. For exam-

Security Controls

I aptops continue to be a

challenge in protecting
information. Most of the
sensitive information on Gov-
ernment laptops is unen-
crypted [1].
One approach to security is
to ensure the latest security
patches are applied. Patch
management has become a
major topic. However, with
the rush to fix security ex-
ploits comes the realization
that sometimes the fix does
not work or introduces prob-
lems elsewhere. Case in
point, reports indicate the
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Mortgage Fraud

ple, in South Florida, police ar-
rested three people in a $284,000
mortgage scheme; including a
convicted felon who served time
for bank fraud [8]. Also in Flor-
ida, a jury convicted a former
executive of mortgage fraud in
connection with 130 loans worth

$13 million [9].

Perhaps the real story is not that
mortgage fraud is on the rise but
the problem is now being recog-
nized. With the losses within the
financial industry, there is now a
close examination of the mort-
gage practices. What investigators
are discovering is a large amount
of fraud. Does this mean the
fraud was always there, just never
detected or is this something
new? This is a classic example of
responding to a problem after it
has reached a crisis stage. Read-
ers may recall that during the
early days of identity theft, vic-
tims had a terrible time trying to
get their records improved. As
the frequency increased, victims
are treated far better.
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Apple’s patch for the MacOS
does not quite fix the problem
(2].

The Black Hat hacker conven-
tion will take place next week
in Las Vegas [3]. There re-
searchers at Black Hat Will
demonstrate malicious soft-
ware they developed to bypass
security and take over web
accounts [4]. That researchers
should expend effort in devel-
oping code capable of exploit-
ing security illustrates the
challenges in applying a secu-
rity program.
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Anyone who trades liberty
for security deserves neither
liberty nor security—

Benjamin Franklin
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The reason there are so
many imbeciles among
imprisoned criminals is
that an imbecile is so
foolish even a detective can
detect him—Austin

O'Malley
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he long awaited mortgage

bailout bill was signed by
President Bush [1]. Without
fanfare, the bill was quietly
signed the bill that injects
$300 billion to help ease the
crisis [2]. The bill is designed
to help 400,000 homeowners
facing foreclosure [3]. The
value to mortgage holders is
up to $7,500 [4]. This comes
at a time when Fannie Mae
and Freddie Mac are likely to
boost loss estimates [5].

Even with the Federal bailout,
banks are trying to distance
themselves from the mortgage
market. Merrill Lynch agreed
to sell $30.6 billion of collater-
alized debt obligations to
Lone Star Funds for $ 6.7
billion [6]. Likewise, Lehman
Brothers is trying to sell of
$30 billion worth of mortgage
obligations [7]. Wachovia
announced that most of the
planned 4,400 job cuts to its
mortgage unit will take place
in November [8].

As if the staggering sub-
prime losses were not
enough, New York has ac-
cused Citigroup of repeatedly
committing fraud and destroy-

ing subpoenaed records [1].

In Florida, the First Priority
Bank with $259 million in
assets and $227 million in
deposits is the eight bank to
fail this year [2]. The bank is
being taken over by SunTrust
[3].

In other news, IndyMac Bank-
corp Inc., once one of the
largest mortgage lenders, filed
for Chapter 7 bankruptcy
protection [4]. The FDIC
warned four banks to cover
potential loan losses
(MetroPacific Bank; Bank
Haven; Clarkston State Bank;
and Hastings State Bank) [5].

Mortgages

As financial institutions
tighten the requirements for
mortgage lending, getting a
mortgage has become harder.
Consequently, the number of
mortgage applications has hit
a yearly low [9].
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On the plus side, Chairman Ber-
nanke indicated interest rates
won’t increase anytime soon [6].
During the week, banks bor-
rowed a record amount from the
Fed indicating there is still a lack
of liquidity [7].
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