
O n June 3, the Interagency Advisory Board met in the GSA Head-
quarters auditorium.  Judy Spencer (GSA) described work in 

progress to allow non-Personal Identity Verification (PIV) cards issued 
outside of Government sponsorship to be recognized by Federal agen-
cies. Three areas and possible solutions were discussed. The first, trust-
ing the issuance process could met by using the National Institute of 
Standards and Technology (NIST) Special Publication (SP) 800-63 
level 4 guidance. The second issue was how best to ensure a unique 
ID. It was suggested that using an IPv6 address could meet this requirement. The last area requires 
the digital authentication certificate to be validated. The certificate issuance requires cross-
certification with the Federal Bridge Certification Authority (FBCA) meeting medium hardware. Judy 
mentioned the aerospace industry is in the process of such a cross-certification.  Between speakers, 
Tony Cieri (moderator) provided a 9/11 example of why we need to authenticate people. According 
to Tony, on 9/11 firemen were first denied access to the Pentagon, then were allowed in. On their 
way out, their identities were checked and some reporters dressed as firemen were discovered. Their 
film was confiscated; however, 6 months later, pictures taken from inside the Pentagon on 9/11 were 
discovered in Afghanistan. The next speaker, Tim Baldridge (NASA) describe an approach that uses 
the same fingerprint scan for both the Electronic Fingerprint Transaction and for 2-finger minutiae 
conversion (required for storage in the PIV card). The last presenter, Christopher Runde (TSA) de-
scribed the on-going Aviation Credential Interoperable Solutions (ACIS) project. This project’s goal is 
for airports and airlines to use the same credential. 

Perhaps the biggest challenge will be in using the PIV and other technologies for securing informa-
tion. Many agencies are being slow in using the cards for access control [1]. It makes sense to have a 
single proven card, read PIV card, rather than a multiplicity of different technology cards. 

There are a number of important activities at the Federal level that conduct work without much visi-
bility. One activity, the Federal Public Key Infrastructure Policy Authority (FPKIPA) consists of mem-
bers that have cross-certificated with the Federal Bridge and observers. Their work has a direct bearing 
on digital certificate trust. Digital certificates can have a number of extensions, including the Subject 
Information Access (SIA). A performance problem with certificates that included this extension was 
discussed in the FPKIPA April meeting: “Microsoft reports that the SIA 
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P eople don’t expect to 
get infected when visit-

ing known sites. However, 
one of the giants, Wal-Mart 
discovered an exploited 
Flash vulnerability on their 
web site [1]. Customers 
were redirected to other 
sites where malicious soft-
ware (malware) is common.  

Some domains have more 
risk than others. Nineteen 
percent of names ending in 
“hk” for Hong Kong are 
said to pose a security prob-
lem [2]. Closely behind 
Hong Kong are site ending 
in “ch” for China [3]. 

Last month Web exploits 
hit the campaign trail. A 

hacker redirected traffic 
from BarackObama.com to 
Hillary Clinton’s site [4]. 
One report indicates that 
1.3 % of Google searches 
turned up at least one mali-
cious page; 5% of web sites 
have malware; and 65% of 
web sites are vulnerable [5]. 
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These percentages are stagger-
ing and will eventually necessi-
tate enhanced security meas-
ures. How long will it be be-
fore smart card readers are 
standard with new personal 
computers? When will banks 
and regulators adapt? 
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fingerprint check can take 
some time. However, one 
report indicates that the turn-
around time for the Auto-
mated Fingerprinting Infor-
mation Systems (AFIS) is fif-
teen minutes [5]. 
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extension brings Vista to its knees, 
and as a result, the Common 
Policy certificate cannot be in-
cluded.” [2] 

In smart card deployments, 
the Department of Defense 
(DoD) made significant pro-
gress using Common Access 
Cards (CAC) [3]. Soon New 
York State will issue enhanced 
driver licenses that includes a 
radio frequency identification 
microchip and meets the re-
quirements for border cross-
ing [4]. Getting a criminal 
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He that is good for making excuses 

is seldom good for anything else. —

Benjamin Franklin  

in Pennsylvania noticed un-
usual activity and alerted par-
ents to the possible breach [5] 

Victims of identity theft are 
distributed throughout the 
entire population. Sometimes 
the good guys get lucky. Case 
in point, an 84-year old Geor-
gia woman provided her 
checking account number 
after being informed she’d 
won a million dollars; fortu-
nately she changed her ac-
count number before exploita-
tion [6]. So if every check you 
write has your account infor-
mation on it, how can you 
prevent exploitation? 
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T he University of Califor-
nia, Irvine has seen 155 

graduate students victims of a 
scam where criminals file false 
tax returns and pocket the 
refunds [1]. At the Walter 
Reed Army Medical Center 
and other military hospitals, 
1,000 patients privacy infor-
mation may have been com-
promised [2].  Indications are 
the Walter Reed exploit was 
due to unauthorized peer-to-
peer file sharing [3]. In an-
other case, the 1st Source bank 
serving parts of Indiana and 
Michigan is issuing new debit 
cards following a security 
breach [4]. Even small schools 
are subjected to security 
breaches. Consider the Po-
cono Mountain school district 

Leads to ID Theft, June 3, 
2008. 

2. Mosquera, Mary, Federal 
Computer Week, Walter 
Reed patient data exposed, 
June 3, 2008. 

3. Poremba, Sue Marquette, 
SC Magazine, Walter Reed 
suffers peer-to-peer data 
breach, June 3, 2008. 

4. Associated Press, Bank 
issues new debit cards after 
security breach, June 5, 
2008. 

5. Schaffer, Scott, WNEP, 
Possible Security Breach in 
School Files, June 2, 2008. 

6. Morgan, Carly Flynn, 
WMAZ, State Targets 
Identity Theft, June 4, 
2008. 

Identity Theft 



Page 3 In the News 

We can draw lessons from 

the past, but we cannot 

live in it.—Lyndon B. 

Johnson  

might a nefarious user do with 
such information? Could the 
location of a person ever be used 
to blackmail them?  

Monitoring personal activities is 
one method for identifying crimi-
nal activities. In Sweden, the 
government there is to vote on 
allowing phone and email moni-
toring for local law enforcement 
[3]. 
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T he technology we take for 
granted can have other 

uses. For example, a study was 
secretly conducted on 100,000 
cell phone users to determine 
how far they traveled from 
home [1]. Whenever the cell 
phones were used the phone 
company recorded the time 
and location of the nearest 
cell tower [2]. While such a 
study would be illegal in the 
US, it does highlight the capa-
bility of the technology. What 
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Monitoring Personal Activities 

I n past newsletters, exam-
ples of bank fraud, hacking, 

and other exploits were (and 
will continue to be) reported. 
The question put forward 
remains; what percentage of 
the current meltdown can be 
attributed to computer crime? 
Especially given the prediction 
the credit recession will last 
another 2 years [1]. 

Consider the following exam-
ples impacting financial insti-
tutions. A fifth person pleads 
guilty in a $25 million bank 
fraud indictment where a 
builder was alleged to be run-
ning a “fraudulent real estate 
machine” [2]. In Louisiana, a 
new charge of trying to steal 
$20 million from a bank ac-
count has been added to wire 
fraud and money laundering 
[3]. In Las Vegas, there is a 
multiplicity of mortgage fraud 
cases, including one for a 
dubious $107 million loan [4]. 
In Florida, a Financial Indus-
try Regulatory Authority 
(FINRA) member was charged 
with fraud [5]. A former stu-
dent finance CEO, involved 
with $40 million in question-
able loans, pleaded guilty to 
10 counts of fraud and money 
laundering [6]. In Newark, a 
man who sold run-down 
houses to straw buyers 
pleaded guilty to a million-
dollar scam [7]. In Gettysburg, 

a former Bank VP was sen-
tenced to 33 months for em-
bezzling $400,000 [8]. 

In other news, there are fears 
that the Fed’s credit extension 
will encourage financial insti-
tutions to take greater risks 
[9]. The warning from the 
Federal Reserve Bank of Rich-
mond president, Jeffrey 
Lacker, could give rise to more 
crises [10]. The Fed is getting 
more involved with financial 
corporations. For example, 
The Fed announced its ap-
proval of the Bank of America 
purchase of Countrywide 
Financial Corporation [11]. 

Finally, the situation we like 
to avoid is when regulators 
close a bank. One report de-
scribes the FDIC’s stealth 
tactics leading to the takeover 
of the First Integrity Bank 
[12]. 
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not limited to the US. For 
example, the Canadian gov-
ernment lost a laptop contain-
ing personal data on 32,000 
farmers and took two months 
to report the incident [3]. 

In the last newsletter, we refer-
enced reports of an ongoing 
investigation alleging China 
clandestinely copied the Secre-
tary of Commerce’s laptop 
hard drive. China has since 
denied this allegation [4]. 
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W e are periodically re-
minded that laptops 

are a target of theft. The prob-
lem is exasperated when the 
sensitive data is not encrypted. 
Case in point, a stolen AT&T 
laptop contained sensitive 
information on employees [1]. 
In another case, a laptop at 
Stanford University with in-
formation on 72,000 employ-
ees was stolen [2]. 

Lost laptops containing sensi-
tive personal information are 
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Laptops 

I have not failed. I've just 

found 10,000 ways that 

won't work.—Thomas A. 

Edison  Thomas A. 

Edison 

when handling IPv6 data. “An 
unspecified buffer overflow error 
has also been reported in snmplib 
when handling UDP/IPv6 
data.” [3] Readers may recall 
that a buffer overflow was one 
of the exploits used in the 
Morris Worm back in 1988 
[4]. So what has changed to 
improve security in the last 20 
years? 
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IPv6 may introduce additional 
security vulnerabilities such as 
a dual stack (IPv4 & IPv6 
both supported) [1]. Expect to 
see more problems as IPv6 
deployment continues. For 
example, one report indicates 
that SMTP (email) over IPv6 
was crashing servers [2].  

With the migration to IPv6 
shouldn’t we expect many of 
the past problems to be cor-
rected? One report indicates 
there may be a buffer overflow 
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While there is considerable 
talk regarding the privacy of 
biometrics, airport security is 
about to get revealing. Scan-
ners capable of displaying 
intimate body features are 
going operational at ten air-
ports [3]. It will be interesting 
to see if there are privacy chal-
lenges to this technology. At 
Reagan National where the 
scanners are now operational, 
some are saying the new scan-
ners are too revealing [4].  
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C redit cards with a mag-
netic stripe are vulner-

able to cloning. The credit 
card industry understands the 
importance of improving secu-
rity while maintaining user 
friendliness. The closest fit is a 
contactless processor chip. 
This will necessitate new mer-
chant readers. Visa and the 
U.S. Bank have introduced a 
contactless smart card [1]. 
Similarly, Master card will 
soon pilot its PayPass contact-
less chip technology in cell 
phones [2]. 
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