
A s if the Sub-Prime crisis, record trade deficits, high energy and food costs, were not enough, Alan 
Greenspan estimates a greater than 50% chance we will enter a recession [1]. At the same time, 

there is concern that inflation will force more people into loan delinquencies thereby fueling a finan-
cial crisis [2]. For its part, the Senate is considering the Foreclosure Prevention Act to provide tax 
credits and refinancing options for homeowners [3]. Home equity has fallen in 20 major cities with 
prices down 17.8% in the past two years [4]. Once a homeowner fails to meet their mortgage obliga-
tion, typically their credit rating goes down. With bad credit, the former homeowner may have trou-
ble finding a place to rent as a credit check is customary. One can easily see a scenario where the stag-
gering trade deficit continues to depress the dollar causing imports, including oil, to drive inflation. 
Indeed, with oil hitting $142 per barrel [5], and no new supply in sight, this cannot culminate in a 
happy ending. We are already see inflation with Dow Chemical announcing another 25% price in-
crease on top of the 20% from June 1 [6]. The Gov-
ernment recognizes the seriousness of the situation 
and stopgap measures such as the Stimulus Package 
and Mortgage Bailout are designed to cushion the 
coming recession. Concurrently, the Fed is making 
noise regarding the increase in inflation; but due to 
the weak economy, will likely be unable to raise in-
terests rates without serious damage to the economy 
[7]. On the plus side, the current Fed chairman, Dr. 
Bernanke, has acknowledged the Great Depression 
was caused by Federal Reserve mistakes. To complicate matters further, consider that due to Senate 
posturing, three members of the Fed‟s Federal Open Market Committee will be vacant thereby tilting 
influence to the hawkish Fed regional bank presidents [8]. Thus the only person that seems to have a 
good grasp of how to avoid a second Depression, Dr. Bernanke, may be powerless to halt rate increase 
pressures. Others, such as Warren Buffett worry that we have entered a period where inflation is ris-
ing as the economy slows (stagflation) [9]. 

To see how the economics are hitting financial institutions, consider that half the banks in Arizona 
reported a first quarter loss this year [10]. Moreover, American Express has seen an increase in late 
payments indicating a worsening economy [11]. Another indicator is 
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On-Line Identity Card Standardization 

IN  THE  NEWS  

T he Information Card 
Foundation that in-

cludes Microsoft, Google, 
PayPal, Equifax, Novell, 
and Oracle are trying to set 
standards for managing in 
identity on-line using card 
technology instead of pass-
words [1]. The information 
site for the Information 

Card Foundation describes 
the effort as a collaboration 
rather than a specific tech-
nology [2]. Based on the 
current site information, it 
is unclear what technology 
would go into the online 
ID once available. 

In contrast, an industry 
team including Systems 

Engineering, Inc., Iden-
Trust, SETECS, and Organ-
izational Change Future 
Workplace are working on 
an approach based on PIV 
technology that can path 
validate with Government 
PIV cardholders. Given the 
specifications of the PIV 
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Let me end my talk by abusing slightly my status 
as an official representative of the Federal Reserve. 
I would like to say to Milton and Anna: Regard-
ing the Great Depression. You're right, we did it. 
We're very sorry. But thanks to you, we won't do it 
again.—Ben S. Bernanke, at the University of 
Chicago,  November 8, 2002. 
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card, it is easy to determine 
the card technology and corre-
sponding level of trust. For 
example, we know that to 
achieve the highest level of 
trust when using a commercial 
PIV card we need a smartcard 
reader at the client computer. 
For the Online ID, there is no 
discussion. One of the compa-
nies involved with the com-

mercial PIV (CPIV) effort, 
SETECS, has been assisting 
the District of Columbia 
(DC), in implementing a sin-
gle (one card) ID. The “one 
card” is being deployed for 
libraries, schools, recreation 
centers, and other activities 
[3]. We will cover the respec-
tive technology in more details 
as information becomes avail-
able. 
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due to rising delinquencies 
and charge-offs in the credit-
card business, there are few 
bidders for GE‟s $30 billion 
credit-card business [12]. 

As we ponder if a recession is 
coming, one report notes that 
if Wall Street doesn‟t recover 
on Monday, it will have suf-
fered the worst June since 
1930 when it fell 18% [13]. In 
another report [14], McCain 
analogies are being made of 
FDR‟s victory over Hoover 
during the Great Depression. 
Even the new President of 
Russia, Dmitri A. Medvedev, 
suggested we might be in the 
worst economic crisis since 
the Great Depression [15]. If 
the economy does sink fur-
ther, losses due to hackers and 
fraud will take an exception-
ally high toll on industry.  

On the positive side, existing 
home sales increased in May 
[16]. Perhaps the Mortgage 
Bailout will restore the hous-
ing market and a recession 
can be averted. 
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The past is a ghost, the future a 

dream, and all we ever have is 

now.—Bill Cosby 
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The Fact that our 

economical models at The 

Fed, the best in the world, 

have been wrong for 

fourteen straight quarters, 

does not mean they will 

not be right in the fifteenth 

quarter—Alan Greenspan 

BofA as troubled loans get tax-
payer backing [8]. So the other-
wise worthless Countrywide 
mortgages will become valuable 
assets. It is worth looking back at 
the 1990‟s Savings and Loan 
Crisis to see what we have 
learned. Then, chairman of the 
FDIC, L. William Seidman, 
blamed the crisis on unsound 
real estate lending [9]. Given the 
current Sub-Prime crisis, does 
this sound familiar?   
In other news, there is a predic-
tion that Merrill Lynch may write 
down $5.4 billion in the second 
quarter [10]. Merrill Lynch & 
Company is still the third largest 
investment bank in the US [11]. 
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M ore belt tightening at 
Citigroup as 10% of 

investment banking jobs are 
to be cut [1].  Additionally, 
Citigroup may write-down $9 
billion in the second quarter 
[2]. To date, Citigroup Inc. 
has lost more than any other 
bank in the mortgage collapse 
[3]. Readers may recall the 1st 
Source Bank exploit discussed 
in Newsletter issue 11 
(6/8/08). It now seems that 
overseas ATM transactions 
have been tied to this server 
exploit [4]. 
In other news, troubled Coun-
trywide, the largest mortgage 
lender in the mortgage crisis 
will be purchased by Bank of 
America (BofA) [5]. Is this a 
good deal for BofA? The BofA 
has announced it will cut 
7,500 jobs after the acquisi-
tion [6]. Consider that Califor-
nia, Illinois, and Washington 
State have lawsuits against 
Countrywide [7]. What will be 
the final cost to BofA when 
litigation is concluded? How-
ever, there is a suggestion that 
the new housing bailout bill 
will be a significant benefit for 
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Financial Problems in the News 

check Scam [1]. In New York, 
a person was indicted for 
sending bogus checks to peo-
ple, requesting they keep 10% 
and wire the rest to accom-
plices in Europe and Nigeria 
[2]. A woman in New Jersey 
was arrested for a counterfeit 

check and money order 
scheme originating in Nigeria 
[3]. In a related scam in West-

O ne of the best known 
fraudulent schemes 

originates from Nigeria. Vic-
tims receive a counterfeit 
check or money order with 
instructions to deposit it, keep 
a percentage of the money, 
and wire the rest overseas. By 
the time they realize the check 
is bogus, they have sent their 
money to Nigerian bad actors. 
The text box (right) depicts 
the alleged source for one of 
the spam messages received.  

Some recent arrests and con-
victions include the following: 
A Washington woman re-
ceived a two year prison sen-
tence for her part in the Nige-
rian Internet counterfeit 

ern New York, 1,700 people 
lost $3,700 each [4].  
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Nigerian Check Scam 

Mr. Rich Heamond 

Manager Remittance Department Govern-
ment Accredited Licensed Claim Agent. 
Information and Payment Bureau. Europe 
Representative Office in Nigeria. 

—One of several Nigerian Scam emails 
received June 27, 2008. 
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spin off Paine Webber, the 
heart of its US Wealth Man-
agement business [4]. 
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T he FBI is working closely 
with the Swiss Govern-

ment to gather information 
on UBS tax cheaters [1].  Esti-
mates are that UBS will write 
down $7 billion during the 
second quarter [2]. 

Aside from the tax shelter, 
UBS finds itself in the news 
for other reasons. Massachu-
setts has charges UBS with 
fraud and dishonest conduct 
in the selling auction-rate 
securities [3]. In another twist, 
there is a report that UBS may 

tion, June 26, 2008. 

4. O'Donnell, John, 
Reuters, UBS considers 
Paine Webber sale in re-
view: sources, June 27, 
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Swiss Banking 

I sincerely believe that 

banking establishments are 

more dangerous than standing 

armies, and that the principle 

of spending money to be paid 

by posterity under the name 

of funding is but swindling 

futurity on a large scale.—

Thomas Jefferson  

tion hearings “because for years 
I thought what was good for the 
country was good for General 
Motors and vice versa.” GM 
started in Flint, Michigan in 
1908. At one time, Michigan 
was one of the richest states, 
now Michigan has an unem-
ployment rate of 8.5%, the 
highest since 1992 [3]. A ques-
tion here is how will Michigan 
pay for the services and unem-
ployment compensation re-
sulting from the loss of GM‟s 
industry? 
However, as the US is strug-
gling with a weak economy, 
Japan‟s continued trade sur-
plus is keeping its economy 
healthy [4]. Years ago, when 
stationed in Japan, I recall all 
vehicles were required to un-
dergo a white glove inspection 
even if the car was a new Japa-
nese car shipped back to Ja-
pan. The imports had to be 

I n 1955, General Motors 
was the first company to 

make $1 billion in one year. 
Back then, GM was the domi-
nant industry in the United 
States. When we see a re-
stored „55 Chevy drive by we 
pause in amazement. This 
week, General Motors revis-
ited 1955 by hitting a 53-week 
low with a market cap under 
$6.5 billion (the total value of 
the company) [1].  
To see how far we have fallen, 
we examine one segment of 
the trade deficit from the De-
partment of Commerce [2]. In 
April, all auto related exports 
were $11.081 billion while 
imports for the same month 
were $22.118 billion. This 
one month trade imbalance of 
$11.037 billion is worth more 
than all of GM‟s stock. As 
noted by the 5th Secretary of 
Defense, Charles E. Wilson, 
during his Senate confirma-

steam cleaned prior to inspec-
tion by a Japanese inspector 
(with white gloves). Perhaps a 
comparable inspection of 
foreign goods would improve 
homeland security while fund-
ing a number of inspectors. 
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The End of an Era? 

sites located throughout the 
world. However, over half of the 
sites spreading malware are lo-
cated in China [2]. 
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H ackers and malware sites 
have been active in the 

news. It seems that Turkish 
hackers redirected visitors to 
the Internet Assigned Num-
bers Authority (IANA) to an 
illegitimate site [1]. 

There are plenty of malware 
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