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Network Risks

D id China have a hand in the 2003 Northeast blackout of 50 million customers and the Febru-
ary, 2008 South Florida blackout of 3 million customers? One report suggests the People’s Lib-
eration army (PLA) played a role in both blackouts [1]. The timeline for the 2003 blackout can be
found at the Federal Energy Regulatory Commission (FERC) web page [2]. In the FERC congres-
sional testimony (November 2003), there was no mention of cyber attacks as a possible reason for the
blackout [3]. In the case of the Florida blackout, the cause was blamed on an electrical engineer that
violated policy and disabled two safety controls in order to diagnose a damaged switch [4]. On March
19, FERC announced it would join a non-Public investigation into the Florida blackout [5]. On May
21, the FERC chairman, Joseph T. Kelliher, highlighted the unique threat posed by cyber-attacks
against the US power grid [6]. Although the FERC chairman does not specifically implicate China,
he does acknowledge a current vulnerability without adequate regulatory oversight . Whatever the
reason for the Florida blackout (lack of dual controls or cyber attacks), IT security can be improved.

In other network news, hackers prevented customers from getting email and web access to Com-
cast.net [7]. The hackers that took control of Comcast.net described their attack as a combination of
social engineering and a technical hack [8]. Comcast is not the only victim; hackers took over the
NASA Phoenix Mars mission web page [9]. Another tool sometimes used by hackers is the rootkit; an
application that gives a user or program root privileges. Should malicious software (malware) operate a
rootkit, the rogue program could do anything that root access allows. A security researcher demon-

strated how to install a Cisco rootkit
at E.U. Security West Conference in
London [10]. Still, it appears that the
leading attack vectors are based on old
exploits [11].

Houwever, the cyber security threat is different. It is a national secu-
rity threat that may be posed by foreign nations, or others intent on
undermining the U.S. through its electric grid. The nature of the
threat stands in stark contrast to other major reliability vulnerabili-
ties that have caused regional blackouts and reliability failures in the
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past, such as vegetation management and relay maintenance. Given
the national security dimension to the cyber security threat, there
may be a need to act quickly to protect the bulk power system, to act
in a manner where action is mandatory rather than voluntary, and
to protect certain information from public disclosure. Our legal au-

thority is inadequate for such action. — Joseph T. Kelliher FERC

Chairman [6]

onitoring access can

be divided into logi-
cal and physical access. In
the case of logical access,
the DHS plans to imple-
ment the General Informa-
tion Technology Access
Account Records System
(GITAARS) that will record

regular department access

New technology continues to offer
hope for improved security; however
shortcomings are quickly being identi-
fied. Consider the Microsoft
CardSpace technology designed to
improve security and provide single
sign-

(Continued on page 2)

Monitoring Access

[1]. As noted in the System
of Records Notice “Further,
GITAARS security protocols
will meet multiple NIST Secu-
rity Standards from Authenti-
cation to Certification and
Accreditation.” [2] It is un-
clear which NIST standards
will be used but we hope it
will be more than user ID

and password authentica-
tion.

Perhaps the most visible
form of physical access
monitoring are the new
traffic cameras we see for
red light and speeding viola-
tions. Police monitoring
cameras are a valuable tool

(Continued on page 2)

o China embeds microchip in Olym-

pic tickets with bearer’s information

Did cyber-attacks contribute to US
power blackouts?

Anti-P2P company inadvertently
shuts down legitimate business

e Fourth bank failure this year

o Hacker takes over NASA Phoenix
Public Web site



We must use time as a tool, not as

a couch.—John F. Kennedy
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on functionality. One report
indicates that researchers have
found an exploit that allows
token capture that can be
used to access other legitimate
sites [12].

The current wave of malware
exploits poses a significant
threat to the Internet econ-
omy [13]. If the losses to busi-
nesses and consumers get too
high, will there be a focus on
stronger protection such as
that provided by smart cards?
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More Bank Failures Predicted

he fourth FDIC insured

bank this year to fail, the
First Integrity bank in Minne-
sota, with $54.7 million in
assets was closed by regulators
[1]. Prior to this news, the
chairwoman of the FDIC,
Sheila Bair, indicated more
bank failures are likely as the
credit crisis unfolds [2]. For its
part, the Fed continues to
make funds available to banks
to ease credit markets [3].

(Continued from page 1)

in combating crime. In New
York, cameras aided police in
arresting two men on burglary
charges [3]. However, some-
times cameras are used for
nefarious activities. For exam-
ple, in China, a traffic camera
was used to monitor women
inside their residences [4].

Indeed, it seems that Fed
loans will be a permanent
fixture for investment banks
[4]. This will likely result in

new regulation oversight.
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Years ago there was a New
Yorker cartoon showing a
horrified patient on an operat-
ing table asking the masked
doctor, “how do I know you're
not George Plimpton?” [1] Read-
ers may recall George was the
great imposter who used par-
ticipatory journalism. So how
likely is it that fake doctors
could exist today?

Consider, a fake doctor was
video recorded roaming the
halls of a children’s hospital
in Jacksonville, Florida [2].
The imposter’s badge was a
Humana ID card with a year-
book picture pasted on the
front [3]. Meanwhile in Brook-
lyn an alleged fake dentist was

indicted [4].

There have been cases where

n Denver, a man with sto-

len ID information used a
computer to make bogus iden-
tification cards to defrauded
banks and merchants of over
$200,000 [1]. In North Caro-
lina, a man was arrested for
manufacturing and selling
bogus driver’s licenses [2].
Hopefully faking driver’s li-
censes will become more diffi-
cult as new technology is used.
For example, China is embed-
ding Olympic tickets with a
microchip containing the
photograph, passport informa-
tion, e-mail, address, and
phone numbers of the bearer

[3].

A man who once worked for
the Wisconsin motor vehicles
division was accused of selling
false driving permits [4]. A
man with a false birth certifi-
cate and social security card
was finally identified by
matching his fingerprints on
record [5]. A Delaware man
was sentenced to prison for
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Imposters

doctors receive bogus degrees. In

one case, an 8-year old patent

died following the advice from a

bogus health care specialist [5].
Fake doctors are not new to the
field of medicine. Back in 1984,
several practicing doctors were
arrested in New York [6].

Then there is the reoccurring
case where someone imperson-
ates a first responder. Consider

the case in Baltimore where men

dressed as public workers are
accused of burglarizing 2 homes

(71.
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Identification News

trafficking in false identity
documents [6]. In Georgia a
man was found with fake
identification cards and lami-
nating equipment, believed to
be used as part of a con [7].

Texas is experiencing an in-
crease in fake document ar-
rests with good quality docu-
ments (driver’s license, social
security cards, and green card)
selling for $500 [8]. It seems
that shared social security
numbers are quite prevalent.
Consider the case where a
Chicago woman’s SSN was
being used by 37 other people
[9].
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I spend almost as much
time figuring out what's
wrong with my computer

as I do actually using it. —

Cliff Stoll
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Give me a lever long
enough, and a prop strong
enough, I can single-
handed move the world.-

Archimedes
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D id China copy the con-
tents of Commerce
Secretary Carlos M.
Gutierrez’s laptop during a
trip to China? There is a re-
port that an ongoing investiga-
tion is exploring the possibil-
ity [1]. It is unclear if the con-
tents was propetly encrypted
or not. Travelers to the Olym-
pics in China are advised to
leave their computers at home
or if they must bring them,
have as few files as necessary
and use encryption [2].

Domestically, it has been sug-
gested that China’s foreign

\ x ] ¢ can expect more

rogue exploits will be
developed targeting Web 2.0
applications. For example, an
Albanian hacker group is sell-
ing a Web 2.0 tool kit to help
malware writers [1].

In the entertainment industry,
copyright protection is a sig-
nificant issue. Sometimes the
protection is worse than the
cure. A Web 2.0 company,

In the last newsletter we
included a discussion of
information on 4.5 million
bank customers that was on a
lost tape. Reports indicate the
Bank of New York Mellon
tapes were not encrypted [1].
The bank is offering affected
customers one year of credit
monitoring service [2].

In another example of lost
unencrypted information; a
lost disk drive containing
5,500 employee and 40,000
customer accounts was lost by
a firm hired for data analysis

Chinese Spying

secret service is amongst the
most aggressive seeking mili-
tary technology and informa-
tion [3]. For example, a New
Orleans man pleaded guilty to
transferring Secret documents
to China in exchange for

$50,000 [4].
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Web 2.0

Revision3 suffered a denial of
services (DOS) attack that
originated from MediaDefen-
dor, an entertainment spon-
sored anti-peer to peer (P2P)
company [2]. The estimated
loss to Revision3 is $100,000
[3]. As with any security con-
trol, unexpected consequences
should be fully explored.
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Unencrypted Data Loss

[3]. On the positive side, the
company maintaining the
privacy information, State
Street will provide two years of
free credit monitoring [4). So
what happens to those people
that notice credit violations?
How do they prove the loss
originated for the theft?
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