
C ybercrime tools can be categorized as supporting law enforcement, state intelligence gathering, 
or nefarious bad actors. Microsoft has developed a USB tool for law enforcement that allows 

quick extraction of computer information for the purpose of computer forensics [1]. The tool in-
cludes software that as long as the computer is left on, encrypted data can be extracted [2]. However, if 
the computer is shut down, encrypted data can’t be opened. Microsoft has denied that they are pro-
viding a backdoor to circumvent Vista encryption capabilities including BitLocker [3]. This tool illus-
trates how malicious software could effectively perform the same function and decrypt encrypted files. 
Microsoft is also helping law enforcement with a bot-busting tool that uses data from the 450 million 
users that installed the malicious software removal tool [4].  

Looking at intelligence gathering tools, the U.S. does not have a monopoly.  One Senator has sug-
gested that the Chinese Government plans to install hotel filters to monitor Olympic visitor Internet 
access [5]. Sometimes governments do not cooperate in efforts to abate cyber attacks. This was evi-
denced in the case of Estonia which suffered weeks of cyber attacks, while Russia refused to help [6]. 
As Government intervention in abating cyber attacks becomes more prevalent some of the current 
intelligence exploits will be sacrificed.  For example, intelligence analysts exchanged information with 
our allies following observed active exploits on their networks [7]. This makes perfect sense for if an 
exploit cripples the domestic or allied economies, where will funding for intelligence gathering opera-
tions originate?  

In a unique twist, malicious 
software (malware) writers are 
trying to protect their interests.  
One approach used is threaten-
ing to turn in violators to anti-
virus companies [8]. Hackers 
have been successful in develop-
ing malware that exploits vulner-
abilities. Recently, hundreds of 
thousands Microsoft web servers 
were subjected to an SQL injec-
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I n the latest wave of bank 
losses for this quarter, 

the Deutsche Bank swung 
to a 141 million euro loss 
and the Allianz will write-
down around 900 million 
euros [1]. Germany is bail-
ing out the Düsseldorf-
based WestLB bank to the 
tune of $7.8 billion [2]. 

As western banks continue 
their slide, three of the top 
four banks are now in 
China [3]. This illustrates 
the shift from U.S. finan-
cial institution to interna-
tional banks.  Similarly, the 
Kuwait Investment Author-
ity is planning to increase 
its current $3 billion in 

Citigroup and $2 billion in 
Merrill Lynch [4]. At the 
same time, the oil rich Gulf 
States are considering peg-
ging the price of oil on 
currencies other than the 
U.S. Dollar [5]. These 
events signal the decline in 
U.S. economic power. 
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Helping mitigate bank losses 
has become a global effort. 
The Federal Reserve is coordi-
nating with central European 
central banks, boosting re-
serves supplied to banks [6].  

Closer to home, a CEO of 
two Philadelphia companies 
pleaded guilty to defrauding 
Wachovia Bank and First 
Union banks of $1.45 million  
from 2001 to 2005 [7]. 
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tion attack [9].  
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It is common sense to take a 

method and try it. If it fails, admit 

it frankly and try another. But 

above all, try something.—Franklin 

D. Roosevelt   
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sion, the Supreme Court re-
cently upheld the right for 
states to demand photo identi-
fication for voting [2].  A 
statutory attempt at requiring 
a stronger uniform identifica-
tion is addressed in the Real 
ID Act of 2005 (P.L. 109-13) 
that requires improvements to 
states driver’s licenses. How-

ever, as the dates 
for implementing 
Real ID ap-
proach, senators 
are faulting the 
DHS for pressur-
ing states [3]. 
One state, Ari-
zona, has gone so 
far as to start the 
legislative process 

to basically ignore Real ID [4].  
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Following 9/11 there have 
been many changes that im-
pact daily life. These changes 
are similar to a tax that costs 
time at airports and reduced 
foreign travelers [1].  

Other domestic security en-
hancements continue.  One 
theme is stronger identifica-
tion credentials.  In a 6-3 deci-
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confronted with cybersecurity 
issues as our potential adver-
saries gain a competitive edge. 
There is a growing gap in the 
U.S. competitiveness [2]. For 
example, China’s military has 
made cybersecurity one of its 
topmost priorities [3]. We can 
expect China to continue to 
its march toward dominance 
in other technology. Consider 
that China has 200,000 engi-
neers and technicians in-
volved with Space R&D [4]. 

P reparations for the next 
administration’s cyberse-

curity agenda are picking up 
steam. One group, the  Com-
mission on Cyber Security for 
the 44th Presidency met for a 
second time. Among their 
assertions was cybersecurity is 
not a technical issue [1]. How-
ever, it is unlikely that solu-
tions that do not include tech-
nology will be successful. 

The next president will be 
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uses this technique and it is 
on the rise [1]. When the mes-
sage is bounced back, many 
email products (mail transfer 
agents) will include a copy of 
the original message [2].  The 
danger is that the unsuspect-
ing receiver of the bounced 
back email may open the mes-
sage to see what they did 
wrong.  This illustrates that 
email received may not have 
been sent by the party that is 

H ave you ever received a 
returned message that 

you did not send? One trick 
hackers and spammers do is to 
use other people’s email ad-
dresses. By using a real email 
address, the likelihood of 
getting through SPAM block-
ers increases. Cases where the 
email is rejected and returned 
to the sender is referred to as 
backscatter. It is estimated 
that 2—3 percent of all SPAM 

listed on the from line.  

1. McMillan, Robert, IDG 
News Service, 100 E-mail 
Bouncebacks? You've Been 
Backscattered., May 2, 
2008. 

2. Prince, Brian, eWeek, 
Backscatter Spam Is Back, 
April 4, 2008. 

Backscatter  

It is a very sobering feeling 

to be up in space and 

realize that one's safety 

factor was determined by 

the lowest bidder on a 

government contract .—

Alan Shepherd  

junk mail [3].   

Law enforcement is trying to 
shut down SPAM. One Spam-
mer who made $ millions by 
issuing penny stock advisories, 
has been sentenced to 21 
months in jail and a fine of 
$714,000 [4]. 
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A nother milestone was 
reached this week. May 

3 was the 30th anniversary of 
the first SPAM email [1]. The 
original SPAM message was an 
advertisement for the DEC-
SYSTEM-20 and the cost for 
fighting SPAM has grown to 
an estimated at $42 billion 
this year [2].  SPAM has come 
a long way in thirty years. Bad 
actors now hijack personal 
computers to use university 
and military systems to relay 
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Thirty years of SPAM  

T here are a number of 
incidents of hedge fund 

fraud that are surfacing in the 
news. In response, the treasury 
envisions giving the Fed au-
thority to collect and analyze 
data from institutions, includ-
ing hedge funds [1].  

Some examples of hedge fund 
fraud follow.  Operating two 
virtual offices to appear larger, 
a fund manager is alleged to 
have bilked investors out of 

over $1.5 million [2]. The co-
founder of the Bayou Group 
hedge fund was sentenced for 
his role in cheating investors 
out of over $400 million [3]. 
A hedge fund partner in San 
Diego has been sentenced to 6 
year in federal prison and 
must pay $49 million in resti-
tution [4]. 
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