
B anks continue to report losses attributed to the mortgage crisis. Some domestic examples in-
clude: The Bank of America reported a 77% drop in quarterly earnings [1]; The Mercantile Bank 

reported a quarterly loss of $201 million versus a $20.5 income from the same quarter last year [2]; 
and The National City Corp reported a $171 million quarterly loss [3].  

While US banks continue to report losses, the impact to the banking industry is not confined to the 
United States.  Credit Suisse, the second largest Swiss bank, reported a quarterly write down of $5.3 
Billion resulting in a $2.1 billion loss [4]. The India State run bank of Commerce reported a quarterly 
loss [5]. Italy’s largest bank UniCredit, reported losses doubled to $1.07 billion for the quarter [6].  
The Royal Bank of Scotland reported an additional $11.7 billion in mortgage related losses [7]. The 
nine month loss for the Swiss bank, UBS, is estimated at $37.4 billion [8].  To address continuing 
problems, foreign governments are expanding efforts to minimize chaos in the financial markets. For 
example, the Bank of England is allowing up to $100 billion for exchanging mortgage based securities 
[9]. In tandem foreign banks are coming under increased pressure to do more for bank customers 
[10].  Correspondingly, following the loss of laptop computers that contained unencrypted sensitive 
information on 10,000 customers, the Bank of Ireland has set up a customer hotline [11]. 

Closer to home, the Heritage bank in Georgia, reported a $923,000 charge for deposit account fraud 
culminating in a total quarterly loss of $505,000 [12]. The Heritage report is attention-grabbing since 
loss attributed to deposit account fraud is rarely reported. In an apparent paradox, the Securities and 
Exchange Commission (SEC) turned down a congressional inquiry as to why an investigation into the 
Bear sterns collapse was halted [13]. The SEC normally does not report on ongoing investigation (or 
the lack thereof) so the congressional inquiry may not be solid. It seems likely that the SEC would 
investigate the collapse of Bears Sterns unless another investigating Government agency has jurisdic-
tion.  In a separate case, the Justice Department and SEC are investigating Ralph R. Cioffi, the for-
mer manager of the two Bear Stearns hedge funds to determine if he misled investors [14]. Regulators 
at the Office of the Comptroller of the Currency (OCC) are examining information received from 
other country bank exploits.  For instance, following the fraud loss of the SocGen bank in France by a 
31 year old insider, US banks are examining internal controls [15].  The SocGen fraud now estimated 
at $7.8 billion is estimated to be the largest known fraud ever to hit a financial institution [16].  

In other news, a Florida man was convicted of defrauding the import-export bank of almost $30 mil-
lion in fraudulent loan transactions [17].  Wachovia will pay as much as 
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HSPD-12 and Match on Card 

IN  THE  NEWS  

T he Office of Manage-
ment and Budget 

(OMB) is requiring agencies 
improve their Homeland 
security Presidential Direc-
tive 12 (HSPD-12) report-
ing [1]. While agencies con-
tinue to lag in reporting, 
there are new features being 
tested. 

The NIST conducted tests 
of biometric match on card 
with verification completed 
within a few seconds [2]. 
The implementation in-
cludes encryption between 
the card and the reader.  As 
biometric implementations 
progress, others are claim-
ing that the benefit of fin-

gerprints is they cannot be 
copied [3].  However, con-
sider the discussion in 
newsletter (vol. 1 issue 2) 
where the Chaos Computer 
Club is maintaining a fin-
gerprint database of high 
visibility Government peo-
ple. Unlike a PIN, your 
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biometric never changes. Is 
copying a fingerprint and 
spoofing a reader really impos-
sible? If we look at currency 
and product counterfeiting 
the criminal sophistication 
used cannot be discounted. If 

we assume that cybercriminals 
will not find a way to copy 
fingerprints we are likely in 
for unpleasant surprises. 
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$144 million to settle an in-
vestigation that accused the 
bank of allowing telemarketers 
to steal millions of dollars 
[18].  The Chicago-based MB 
Financials Inc. discovered a 
customer falsified various 
reports sent to the bank neces-
sitating the bank to set aside 
$22.5 million for potential 
loss [19]. 

The sub-prime crisis has facili-
tated first party crime where 
synthetic identification and 
qualification without human 
intervention are the norm 
[20].  With the lack of identity 
authentication, bogus paper, 
and other issues of integrity, 
perhaps the damage is suffi-
cient to consider controls 
based on strong identification 
and authentication. Clearly 
some of the damage attributed 
to the sub-prime crisis can be 
attributed to cybercrime.  
What remains to be deter-
mined is how much. 
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Most Americans have no real 

understanding 

of the operation of the 

international money lenders. 

The accounts of the Federal Reserve 

System have never been audited. 

It operates outside of the control of 

Congress and 

manipulates the credit of the 

United States.—Barry Goldwater  
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tent with the Interpol warning 
that Al–Qaeda may be plan-
ning a terrorist attack [4].  

With the technology advance-
ments comes the technical 
challenges in maintaining 
Web censorship. Currently, 
there is an effort to control 
web content but there are 
active attempts by the masses 
to circumvent the censorship 
controls [5]. 
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C hina continues to march 
toward a global domi-

nance in business and tech-
nology.  There are now 221 
million Internet users in 
China outnumbering the US 
[1]. China is also advancing in 
the area of space exploration 
and has built lunar rover pro-
totypes [2]. With China’s ele-
vated presence in science and 
technology comes the risks 
that other countries have 
struggled with. For example, 
China is worried that hackers 
will launch attacks during the 
Olympics [3].  This is consis-

I am not an Athenian or a 

Greek, but a citizen of the 

world. — Socrates 

China  

One group that surfaced in 
2004, the Rock Phish gang, 
has devised a way for the Zeus 
Trojan to be installed in vul-
nerable machines without 
submitting information [3].  
This attack works by duping 
the victim to go to the phish-
ing site; infecting the com-
puter even if no other action 
is taken; and taking screen 
scrapes and capturing pass-
words [4]. 

1. Jackson, William, Gov-
ernment Computer 

H ardly a week passes with-
out news of yet another 

phishing attack.  The latest is 
a bogus IRS letter for your tax 
rebate [1]. Overseas, the num-
ber of phishing attacks in the 
United Kingdom doubled 
during the first quarter how-
ever the reported loss de-
creased by one third [2].  This 
decrease is probably due to 
heightened awareness on the 
part of users.  

The phishing cybercriminals 
are expanding their attacks. 
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I n the latest twist with the 
Census, a previously sched-

uled test will be scaled back 
[1]. The Bureau of Census will 
revert to pencil and paper, at a 
significantly increased cost [2]. 
Perhaps because of these prob-
lems, Preston Jay Waite, in 
charge of the 2010 census, is 
retiring [3]. The sad part is 

that there is still time to cor-
rect the original problems but 
clearly, the Department of 
Commerce has little confi-
dence in the success of mod-
ernization. So what will the 
quality of the next census be 
like?  
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year child pornography black 
market [3]. Based on these 
numbers, the cybercrime ef-
fort looks understaffed. 

The FBI is seeking new laws to 
assist in their investigatory 
work. Director Mueller, has 
requested congress provide 
the legal tools to allow moni-
toring of illegal activity on 
networks outside Government 
[4]. 
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A ttorney General Michael 
Murskey listed a number 

of areas that organized crimi-
nal enterprises are targeting. 
The list included cyberspace 
to jeopardize the stability of 
financial investment markets 
and the manipulation of secu-
rity exchanges [1]. There are 
currently 120 prosecutors and 
FBI agents and analysts are 
working on organized crime 
issues [2]. In contrast, FBI 
Director Mueller has almost 
270 agents working nation-
wide on the $20 billion per 
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Cybercrime 

sionals are rarely involved in 
the early development of criti-
cal infrastructure components 
[4].  

With countries such as China, 
Russia, and India expanding 
their presence on the Internet, 
trying to protect against sys-
temic security vulnerabilities 
seems a lost cause.  Perhaps a 
better solution is to better 
integrate security into the IT 
resources protecting the physi-
cal infrastructure.    
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H omeland security Presi-
dential Directive 7 

(HSPD-7) gives the Depart-
ment of Homeland Security 
(DHS) the lead role in protect-
ing vital infrastructure [1]. It 
should be obvious that  pro-
tecting the physical infrastruc-
ture requires cyber protection.  

Some have suggested a perime-
ter defense with expanded 
DHS and DoD roles [2]. The 
idea of a countrywide security 
perimeter is not new.  Perhaps 
the most ambitious perimeter 
defense is the Chinese censor-
ship firewall [3]. Overseas, 
some have pointed out that 
Information Security profes-
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Critical Infrastructure Protection 

There is no security on this 

earth, there is only 

opportunity.—General 

Douglas MacArthur 

The number of threats is in-
creasing and there is no end 
in sight. Many have resisted 
stronger security controls due 
to the complexity and cost.  
The question here is can we 
afford not to beef up security? 
As long as cybercrime is profit-
able, the threat will remain a 
dominant concern. 

T here are costs associated 
with security controls 

and losses. Zero-day attacks 
render many security controls 
ineffective until a fix is made 
available. Still, the estimated 
cost for security software alone 
is $10.5 billion [1]. To appre-
ciate what the threat is, there 
are currently over one million 
malicious code threats [2].  
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