
T here is a lot of reliance placed on the outcome of a polygraph; but can the polygraph be trusted? 
Three ATF agents trained to defeat a polygraph test successfully hid their identities when the 

Mongols motorcycle club administered a polygraph test [1]. Having bad actors pass the polygraph is 
not new. Consider the Aldrich Ames, employed by the CIA was spying for the KGB [2]. The FBI had 
their day in the news with Robert P. Hanssen who provided the Russians classified information for 
over 15 years [3].  As with biometrics in general, the polygraph has false positive and false negative 
results. 

Polygraphs are not the only technology that is error prone. Last spring, in an unmanned underground 
nuclear launch site, an undetected (for five days) fire broke out causing $1 million in damage [4]. 
There was no radiation leak, no chance of accidental launch, and the fire burnt itself out after a few 
hours [5]. The fire started at the nuclear ICBM located at F.E. Warren Air Force Base in Wyoming 
following a thunderstorm that temporarily knocked out power [6]. The incident took place on May 23 
and there was no mention of the incident prior to the accident investigation report at Peterson Air 
Force Base [7]. 

Today, when we hear pirates, we think of someone making ille-
gal copies of copyright material, a football team, or perhaps a 
Disney movie. However, there are still sea faring pirates that are 
seizing ships today. Readers may recall back in 1975 when the 
US flag ship, the Mayaguez, was seized by pirates and later freed 
by us forces [8]. Somali pirates recently seized a Turkish freighter 
on Africa's east coast between Somalia and Yemen [9]. The Turk-
ish ship, the Neslihan, sent out distress signals but was still 
boarded by pirates [10]. The pirates use fast moving skiffs, pull 
alongside the ship, and hold the crew at gunpoint [11].  So in a 
world with radios and other forms of communication, how is it 
that pirates can still operate in the open? 

At the University of California at San Diego, computer scientists demonstrated the capability to gen-
erate a physical lock key from a photograph [12]. So it is possible that we may see exploits where bad 
actors can recreate door keys from a telephotograph.  
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F ollowing last week’s out 
of sequence emergency 

security patch, Microsoft has 
release another [1]. The latest 
emergency patch does not 
appear to have a active exploit 
just a vulnerability [2]. Micro-
soft was not alone; Google 
started distributing a security 
patch to its Android mobile 
phone operating system [3]. 

In other news, the Sinowal 
Trojan is reported to have 
stolen 300,000 bank logins 
[4]. Apparently, researchers 
from RSA uncovered a site 
with compromised stolen 
bank account information 
going back to 2006 [5]. The 
Trojan infects the master 
boot record and triggers 
when users enter one of 

2,700 specific Web addresses 
[6]. The data retrieved indicates 
the Trojan has been collecting 
bank accounts since February, 
2006, or over 2 1/2 years [7]. 
Researchers suspect the source 
of the Trojan may have a Rus-
sian origin because none of the 
2,700 banks the Trojan looks 
for are located in Russia [8]. 
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The master boot record con-
tains information located on 
the hard drive that is amongst 
the first information loaded 
when the computer starts up. 
As the infection loads before 
the anti-virus software, it has 
the opportunity to defeat pro-
tection software. This stealth 
technique is one reason this 
particular Trojan was able to 
operate for so long without 
detection. So how many other 
Trojans are in full operation 
that has yet to be detected? 
With the current financial 
crisis and growing cyber-crime, 
perhaps the time has come to 
finally tighten up Internet 
security. PKI enabled smart 
cards offer a proven technol-
ogy against password grabbing 
Trojans.  
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Technology can sometime be 
crucial in solving a crime. 
Case in point, in 2006, due to 
an embedded GPS device, 
4,500 stolen phones in a cargo 
trailer were tracked to their 
final destination leading to a 
Maryland man pleading guilty 
to receiving stolen cell phones 
[13]. In this case, the GPS 
device was placed in the trailer 
following the theft of other 
cell phone shipments.  
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A cunning fox cannot 

outsmart a skilled hunter—

Anonymous 

only on-line service [3]. This 
follows continued declines in 
most newspaper circulations 
[4]. At the same time, the 
newspaper web sites are experi-
encing growth 68.3 million 
visitors in the third quarter of 
2008 [5]. This comes as CBS 
reported a $12.5 billion loss 
[6].  In other news, the Wash-
ington Post reported earnings 
86% below the same quarter 
last year [7]. The paper’s daily 
circulation fell by 2.4%; with 
Sunday down 3.6%; however 
on-line publishing increased 
by 13% [8]. Overall, weekday 
newspaper circulation has 
dropped 4.6% in the past year 
[9]. 

1. Snow, Blake, MacWorld, 
Blizzard: World of Warcraft 
subscribers equal population 
of Ohio, October 28, 
2008.  

2. Telegraph (UK), Dutch 
court finds youths guilty of 
'virtual theft', October 22, 
2008. 

3. Clifford, Stephanie, The 
New York Times, Chris-

T o better predict the fu-
ture, we can look to the 

present and see what is popu-
lar. Entertainment has always 
been a big industry from foot-
ball games to broadcast media 
(radio and television). With 
the advent of computers and 
the Internet, new forms of 
entertainment have emerged. 
Case in point, there are now 
over 11 million subscribers, 
paying $13—15 per month to 
subscribe to the on-line game 
World of Witchcraft [1]. There 
are a number of on-line games 
world-wide and the numbers 
are increasing. It has gotten to 
the point where two Dutch 
teenagers were convicted of 
stealing virtual (computer 
game) items [2].  

The value of something can be 
determined by what someone 
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another trend, the Christian 
Science Monitor will stop 
printing newspapers and offer 

tian Science Paper to End 
Daily Print Edition, Octo-
ber 28, 2008. 

4. Seattle Times/AP, Sharp 
circulation drops for Times, 
P-I, other daily newspapers, 
October 28, 2008. 

5. Robertson, Ken, Tri City 
Herald, Newspaper website 
growth no myth, October 
28, 2008. 

6. James, Meg, Los Angeles 
Times, CBS reports $12.5-
billion loss on another write-
down, October 31, 2008. 

7. Plumb, Tierney, Wash-
ington Business Journal, 
Washington Post earnings 
fall 86%, October 31, 
2008. 

8. AFP, Washington Post 
profits plummet, October 
31, 2008. 

9. Rabil, Sarah, Bloomberg, 
Newspaper Weekday 
Circulation Drops 4.6%, 
ABC Reports, October 
27, 2008. 

Technology Use 

Florida Bank reported a $13.9 
million loss [6]. In Oregon, 
the Columbia Bancorp reports 
a quarterly loss of $14.1 mil-
lion [7].  
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I n a troubling sign of fur-
ther financial problems, 

dozens of hedge funds have 
refused to return investor’s 
money [1]. For example, the 
Knight Capital Group, halted 
redemptions from two of their 
hedge funds citing the need to 
protect investors [2]. 

In Florida, the Freedom Bank 
became the 17th bank closed 
in 2008 [3]. The closing is 
expected to cost the FDIC’s 
insurance fund between $80 
million to $104 million. 
Banks continue to struggle 
through the financial crisis. 
For example, in Washington, 
the AmericanWest bank 
posted a $97 million quarterly 
loss [5]. Likewise, the Great 
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D uring this election year, 
free trade is making the 

news. In particular, the slump-
ing economy, stagnating wages 
for many workers and unease 
about the rise of China as an 
economic powerhouse are 
contributing to voter angst [1]. 

The news from China’s food 
quality remains bad. It seems 
that animals were fed mela-
mine tainted products that 
have now entered the food 
chain [2]. Earlier in the week, 
melamine tainted chicken eggs 
from China were found [3]. 
Melamine is rich in nitrogen 
and gives low-quality food and 
feed artificially high protein 
readings thereby making more 
profit for bad actors [4].  

If the food people eat is 

tainted, what assurances do we 
have that the electronics are 
not tainted? Consider, the Port 
of Los Angles recently awarded 
a contract to purchase a mobile 
X-ray machine to the low bid-
der using a device made in 
China [5]. The Chinese manu-
facturer, NUCTECH, is run by 
37 year old Hu Haifeng, the 
son of PRC President and 
Communist Party General 
Secretary Hu Jintao [6]. 
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The essence of lying is in 

deception, not in words—

John Ruskin  

of stealing $millions from 
McAfee [8]. Finally, the De-
partment of State has notified 
383 people that their passport 
files have been illegally ac-
cessed and used to open 
fraudulent credit card ac-

counts [9]. 
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