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IT Security News

It is important to have multiple layers of security protection and not rely on a single solution. Case
in point, on Tuesday, November 11, Microsoft released a pair of patches to plug at least four secu-
rity holes [1]. However one the holes, the Server Message Block (SMB) vulnerability was patched after
7 years in the making [2]. The exploit was first discovered in 2000 and code was published in 2001
[3]. Public tools were readily available to exploit the vulnerability with older machines (Windows
2000, XP, and server 2003) more vulnerable than Vista or Server 2008 [4]. It seems that back in 2001,
Microsoft could not fix the security hole without negatively impacting other network-based applica-
tions [5]. In explaining why it took so long to fix the bug, a Microsoft person indicated it was only in
the last year that it figured out how to fix the flaw without breaking most network-based applications
[6]. In general, those responsible for installing security patches still have the dilemma, patch without
regression testing knowing exploit tools are in the wild or patch and hope nothing breaks [7]. In other
patch news, Apple released 11 security fixes [8].

There is one report of a particular nasty piece of malicious software (malware) that researchers believe
may have been in the wild for a year before any anti-virus software detected it (Rustock.c) [9]. In other
news, one California Internet provider, where large volumes of Spam and Malware originated from,
was cut from the Internet by its upstream provider; thereby temporarily reducing the volume of Inter-
net Spam [10]. Indications are the FBI is investigating the company, McColo, to see if they knowingly
aided cyber criminals [11]. With the disconnection of the Internet Service Provider McColo, there
was an immediate 40% reduction of Spam across e-mail networks [12]. Overseas, some have reported
a Spam decrease of 75% [13].

OMB memorandum, M-07-16 calls for the use of encryption to protect sensitive information. In ad-
dressing data protection, Dell and Seagate introduced a new disk laptop security product that uses
hardware based encryption to protect disk information [14]. Encryption is often associated with mili-
tary networking. However, the Defense Sciences Board has referred to the military’s network-centric
information as its Achilles heel [15]. In the credit card industry, Visa Europe is going to start a 6—12
month test using a card that generates a random number [16]. In other news, Google will be looking
for high incidents of searches for flu and report their findings to the CDC [17]. The idea is that more
searches probably indicate an outbreak of flu. This is an example of statistical inferencing where infor-
mation is deduced by frequency use. Consider the same approach looking for combinations of say

bankruptcy and company name. One problem, it is possible to infer an incor-
(Continued on page 2)

Extortion

hen we think of extor-

tion, we may visualize
Some unsavory person in a
smoke filled room threaten-
ing to release embarrassing
information. However, with
the Internet and today’s tech-
nology, cyber extortion has
arisen. Case in point, in an
attempt to extort an unspeci-
fied amount of money, data

thieves are threatening to
expose millions of patient
records of a major pharmacy
[1]. In response, St. Louis-
based Express Scripts phat-
macy, is offering a $1 million
reward for information lead-
ing to the conviction of the
cyber-extortionist [2]. The
extortionists have been busy,
sending pharmacy clients

receiving anonymous letters
containing the customer’s date
of birth and social security
number [3]. The letters sent to
a small number of clients took
place five days after the initial
extortion threat [4].

In New Jersey, a former system
administrator for New York-
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The goal to strive for is a

poor government but a rich

people—Andrew Johnson
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rect result with disastrous
consequences.

With the emphasis on airport
security, there are indications
that much work remains. For
example, the DHS identified
Los Angeles International as
having poorly guarded com-
puter and telecommunication
equipment [18].
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based mutual fund, Third
Avenue Management was
detained for trying to extort
the company by threatening to
have Russian hackers exploit
security hole. [5]
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In past newsletters, we dis-
cussed computer programs,
called algos that operate
autonomously (without hu-
man intervention), examining
news reports and making in-
vesting decisions based on
these reports. We explored
the bogus story on Steve Jobs
that drove Apple stock down
and the old United Airlines
story inadvertently re-released

he Government is replac-

ing the original $123
billion AIG bail-out with a
new $150 billion package [1].
At the same time, House
Speaker Nancy Pelosi and
Senate Majority Leader Harry
Reid are calling for a bail-out
of the big three US auto com-
panies [2]. Meanwhile, the
price of GM stock hit a 60-
year low [3]. The US auto
industry is seeking Govern-
ment financial relief [4]. The
big three are seeking $25 bil-
lion in Federal loans [5]. How-
ever, it is uncertain what will
become of the US automotive
industry but there appears to
be opposition to a corporate
bail-out [6]. One thing to con-
sider is the potential impact to
the Government’s Pension
Benefit Guaranty Corp
(PBGC) should there not be a
bail-out of the auto industry.
For example, the PBGC lost at
least $3 billion in investments
during its fiscal year with the
overall deficit expected be-
tween $10 billion and $12
billion [7].

The large consumer electron-
ics chain, Circuit City, has
filed for bankruptcy protec-
tion [8]. Meanwhile, Fannie
Mac reported a $25.3 billion
loss [9].

Treasury Secretary Paulson
announced a different use for

the $700 billion bail-out in-

In the News

Bogus Rumors

that drove its stock down. So
how difficult is it to dupe the
press into running a story that
later turns out to be bogus?
Case in point, recent negative
and widely reported news re-
ports regarding Sarah Palin
have turned out to be a hoax
posted by Martin Eisenstadt, a
fictitious person [1]. Two ma-
jor news organizations, The
New York Times and MSNBC

Corporate Bail-Outs

stead of the original bad assets
[10]. Furthermore, there is still
no oversight of the Troubled
Asset Relief Program (TARP)
[11]. Meanwhile, retail sales
fell by 2.8% the largest on
record [12].
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To realize that you do not
understand is a virtue; Not
to realize that you do not
understand is a defect—Lao

Tzu
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India and China News

I xports in China are start-

ing to moderate indicat-
ing the global economic crisis
is starting to have an impact
[1]. During the third quarter,
China’s economic growth
shrank to 9% from the11.9%
rate for 2007 [2]. In response,
using its vast currency re-
serves, China announced a
$568 billion stimulus package
to keep its economy going
strong [3]. At the G-20 eco-
nomic summit in Washing-
ton, China with the largest
foreign currency reserves ($2
trillion) and the second largest
(Japan with $1 trillion) were
asked to provide more support
to the International Monetary

Fund [4]

Concerned there is a Com-
puter science Ph.D. shortage
in India; the IBM Research
Laboratory (IRL) is offering
students a two year intern
with the possibility of joining
IRL [5]. Elsewhere, India is
expanding its space technol-
ogy. For example, India is now
the 5th country to reach the
moon [6]. The Indian probe
was successfully crash-landed

In Georgia, a woman who
received over $1 million for
her part in a $ multimillion
mortgage fraud scheme was
sentenced to 11 years in fed-
eral prison [1]. Elsewhere in
Georgia, a federal jury found a
chiropractor guilty in a $3
million health care fraud
scheme [2].

In New York, two people were
indicted for $9.2 million secu-
rity fraud [3]. In Virginia, a
man pleaded guilty to a $33
million mortgage fraud
scheme [4]. In [llinois, a Treas-
ury bank examiner was
charged with a number of

into the Moon’s South pole
[71.

In a visible effort to address the
growing concern that Chinese
dairy products might be con-
taminate; the Food and Drug
Administration (FDA) an-
nounced dairy based products
from China will be detained
until test prove no contami-
nants [8]. This is an expansion
of the current policy enacted
when melamine was found in
dairy products and now in-
cludes products that use dairy
products [9].
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offenses including 10 counts
of forgery, four counts of
financial institution fraud,
and one count of theft ex-

ceeding $500K [5].
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