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O nce again the trade deficit with China grew. For September, the imbalance grew to $54 billon
[1]. We also see yet another instance of China stealing sensitive computer chip design infor-
mation; this time from Micron [2]. So to provide a historical perspective, we take a look back on how
China uses wealth to gain sensitive information. Back in the 1990’s, the CEO of Loral Space and
Communications Corporation, Bernard Schultz, was a big a big political donor [3]. At the time, Presi-
dent Clinton overruled the Justice Department by approving a waiver for Loral to launch its satellites
on Chinese launchers [4]. Then, in 1996, another Chinese launch failure resulted in the loss of Loral
satellites [5]. A panel investigated the allegations that sensitive information was provided to the Chi-
nese to fix their rocket flaws and thereby mitigate rocket failures in the future [6]. Eventually, it was
concluded that technology was transferred and the company agreed to pay a $20 million fine [7]. As a
final note, in 2003, Loral filed for bankruptcy [8]. So the winner in this example was clearly China.

Fast forward where we see China continuing to expand. According the Secretary of Defense, China
continues militarization of its artificial islands created in the South China Sea [9]. What’s more, since
2016, China has challenged the US navy at least 18 times [10]. These risky encounters raise the real
possibility of military causalities. The Chinese military buildup is forcing other regional nations to
beef up their military presence. For instance, Australia and Papua New Guinea will upgrade the
Lombrum Naval Base on Manus Island [11].

Years ago, reports surfaced that Russia cheated on the Intermediate-Range Nuclear Forces (INF) Trea-
ty [12]. Now it appears the US will withdraw from the INF Treaty because of Russian cheating [13]. As
a final note, the INF Treaty does not include China. Given the Chinese military expansion, including
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China in a future treaty would appear logical.

1. Wiseman, Paul, AP/Washington Post, US trade gap grew to $54 billion in September, November 2,

2018.

n the last Newsletter, we

highlighted the supply
side risk for electronics
made in China. Now there
is one report indicating a
Senate panel will explore

such risks [1].

In the case of Super Micro,
the company claims it
would be practically impos-
sible to pull off such a hack
[2]. Furthermore, Super
Micro informed US law-
makers they checked their
motherboards and found
no malicious chips [3]. So

Security

because they have not
found any device, does this
mean there are none! Con-
sider the flaws the normally
go undetected in commer-
cial chips not designed for
vulnerabilities. Case in
point, the latest Intel CPUs
are reportedly vulnerable to
a side channel attack that
leaks encrypted data from
the CPU [4]. So if a vulner-
ability goes undetected
during normal design; what
is the likelihood of detect-

ing purposely altered cir-
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cuits? As a final thought,
during the 2008 financial
crisis, the SEC indicated
they were cracking down on
false rumors [5]. If there
was no basis for the Bloom-
berg articles, would we not
expect to see the SEC en-
forcing its authority to stop
false reporting?
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Silence is better than
unmeaning words—
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omestic terrorism by

lone individuals has
once again been a focus of the
news. For instance, a Utah
man sent poisonous Ricin to a
number of Trump Admin-
istration officials [1]. Then in
Florida, a man mailed pipe
bombs to a number of people
who actively oppose President
Trump [2]. Separately, Senator
Collins’ husband received a
letter claiming to contain
Ricin (in response to the Sena-
tor’s vote on Justice Ka-
vanagh) [3]. In these incidents,
no one was injured. However,
in Pittsburg, a gunman killed
at least 11 people at a syna-
gogue [4].
Overseas, terrorism is a prob-
lem that will not go away.
Case in point, although the
US pours $billions into Af-
ghanistan; nearly half of the
country is under terrorist con-
trol [5]. For instance, elections
were delayed one week follow-
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ing a terrorist attack that
killed the anti-Taliban com-
mander, Gen. Abdul Raziq
[6]. Separately, a US service-
man was killed during an in-
side attack [7].

One of the continuing drivers
of terrorism is religious be-
liefs. For instance, in Egypt
gunmen killed at least 11 Cop-
tic Christians [8]
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S ince the Bloomberg report
that China installed rogue
chips in motherboards, the
stock market has struggled.
While there are certainly oth-
er factors involved, supply side
risks would feed into Al driv-
en stock trading. By one esti-
mate, the market lost nearly

$2 trillion [1].

On the plus side, the number
of first time unemployment
claims remains low. For the
week ending October 13, the
number of first time unem-
ployment claims was 210,000
[2]. For the week ending Octo-
ber 20, the number of first
time unemployment claims
was 215,000 [3]. Finally, for
the week ending October 27,
the number of claims was

214,000 [4].
Overall, for October, 250,000
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jobs were added with the un-
employment rate holding at
3.7% [5]. Moreover, for Au-
gust, the US was the world’s
biggest producer of crude oil
[6]. Finally, for the third quar-
ter, the Gross Domestic Prod-
uct grew at a rate of 3.5% [7].

1. Sheetz, Michael, CNBC,
The stock market lost nearly
$2 trillion in October.
Here’s what happened,
October 31, 2018.

2. Bartash, Jeffry, Market
Watch, Jobless claims drop
5,000 to 210,000 in mid-

October, stick near 50-year
low, October 18, 2018.

3. Reuters/CNBC, US job-
less claims rise; continuing
claims are the lowest in over
45 years, October 25,
2018.

Nasdaq, U.S. Weekly Jobless
Claims Edge Slightly Lower
To 214,000, November 1,
2018.

Cohen, Patricia, New
York Times, U.S. Added
250,000 Jobs in October;
Unemployment at 3.7%,
November 2, 2018.

Washington Post/AP,
Energy Department says US
is now world’s top oil produc-

er, November 1, 2018.

Opyedele, Akin, Business
Insider, US economy grows
at fastest back-to-back pace
in 4 years, boosted by solid
consumer spending, October

26, 2018.

When it is obvious that the
goals cannot be reached,
don't adjust the goals,
adjust the action steps—

Confucius
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