
B efore diving into this newsletter’s lead, a brief history is in order. Companies have and continue 
to be reluctant to divulge breaches. A good example is the consequences seen with Egghead. 

Back in 2000, Egghead on-line reported a security breach that compromised customer information 
[1]. On the following August, the company filed for Chapter 11 bankruptcy [2]. A few months later 
and just under a year from the reported breach, the company was completely gone [3]. So the incen-
tive for reporting a breach could be the complete failure of the company in under a year. Further-
more, the collapse of Lehman Brothers shows no company is too large for an economic collapse [4]. It 
is still difficult for private industry to admit to data breaches. Case in point, Google+ will be shut 
down due to a security bug and the company neglected to inform the public [5]. 

In Newsletter Volume 1 Issue 7, we pointed out the risk of China installing hardware based back 
doors in counterfeit routers. Now we have reports the China People’s Liberation Army (PLA) had 
suppliers install a malicious device in mother boards manufactured in China [6]. The tiny computer 
chips were included in US computer equipment [7]. This appears similar to a 2009 reported incident 
where China was supplying bogus chips to bypass security [8]. After the latest story broke, Apple stock 
lost $18 billion in value [9]. Since the announced exploit, the technology stocks continued to fall with 
Amazon falling 6.2% on October 10 [10]. Then additional testing found more evidence of manufac-
turing tampering [11]. Major users of the Chinese made motherboards, Apple and Amazon, both 
denied the reported exploit [12]. It appears the continuing risk from Trojan horse electronics will 
continue as long as electronics are made in China. 
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T he South China Sea 
remains a potential 

area for accidental military 
conflict. Case in point, on 
September 30, a Chinese 
warship aggressively ap-
proached the USS Decatur, 
coming with 45 yards of a 
collision [1].  

Meanwhile, China contin-
ues to enhance its military. 
For example, one report 
indicates China’s military 
will soon be operating its 
new H-20 stealth bomber; a 
plane with an expected 

range of 8,000 KM [2]. 
Additionally, China has 
deployed new H-6J anti-ship 
cruise missile bombers [3].  

To counter China’s military 
advances, other nations are 
modernizing. For example, 
Japan has launched a new 
diesel-electric submarine 
that uses lithium-ion batter-
ies giving the sub extended 
underwater range [4]. Addi-
tionally, the US is selling 
Taiwan $330 million in 
military goods [5]. Overall, 
Taiwan is increasing its 

military spending [6]. 
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He who tampers with the 

currency robs labor of its 

bread—Daniel Webster 

D omestic terrorism con-
tinues to be a law en-

forcement challenge. Case in 
point, a New York man was 
arrested for planning a suicide 
bombing in DC on election 
day [1]. 

If the Islamic State is ever 
eradicated, their damage 
could continue. For instance, 
one report indicates they are 
setting booby traps in mass 
graves [2]. 

Meanwhile, the war in Af-
ghanistan continues. One 
report indicates the Taliban 
killed 8 people in the coun-
try’s north [3]. Then, at least 
14 people were killed by a 
terrorist bombing [4]. Addi-
tionally, a suicide bomber 
killed a parliamentary candi-

date [5]. 
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Silence is the true friend that never betrays—Confucius 

F or the week ending Sep-
tember 22, the number of 

first time unemployment 
claims was 214,000 [1]. Then, 
for the week ending Septem-
ber 29, the number of first 
time unemployment claims 
fell to 207,000 [2]. Finally, for 
the week ending October 6, 
the number of claims was 
214,000 [3].  

More good news regarding the 
economy. The unemployment 
rate fell to 3.7% a rate not 
seen since December 1969 [4]. 
On October 2, the Dow 
closed at a new record high 
for the fourteenth time this 
year [5]. Then again on Octo-
ber 3, the Dow set another 
record high [6]. 

On the negative side, the Sep-
tember trade deficit with Chi-
na rose to $34.1 billion [7]. 
Finally, after setting record 
highs, the Dow fell sharply [8]. 
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 Trojan horses are the real 

growth area—-Graham 

Cluley  


