
O ne of the risks associated with the abandoned US military equipment is its asymmetric use. For 
instance, Islamic State (IS) suicide bombers used three Humvees packed with explosive to attack 

a base in the Tharthar area of Iraq, killing at least 45 police officers [1]. Additionally, it appears the IS 
used tunnels built under structures, on at least 45 occasions, to bomb targets [2].  

Elsewhere in the region, the conflict in Yemen is continuing to degrade. For instance, Saudi forces 
shot down a Scud missile that was fired at a Saudi city [3]. Meanwhile, the Saudi Air Force continues 
to bomb rebel positions in Yemen [4]. 

One report indicates that over the past 18 months, Iran increased its nuclear stockpile by 20% [5]. 
What’s more, some are pointing out the Iranian satellite launch last February provided the basis for a 
nuclear equipped missile that could reach targets in the US [6]. What’s more, the Director of Nation-
al Intelligence James Clapper reaffirmed to congress, Iran is the foremost sponsor of terrorism [7].  

Counties in the contested South China Sea area continue to expand military capabilities. For in-
stance, Japan is selling the Philippines 10 patrol craft in a $150 million deal [7]. This as it appears that 
China is preparing for war [8]. Additionally, China conducted its fourth test of the extreme maneu-
verable high speed warhead designed to deliver nuclear payloads through US defenses [9]. 

1. BBC News, Iraq: Islamic State bomb attack 'kills 45 police officers', June 1, 2015. 

2. Weisgerber, Marcus, Defense One, ISIS Is Using Tunnel Bombs in Iraq, June 8, 2015.  

3. al-Shihri, Abdullah, Navy Times/AP, Saudi Arabia shoots down Scud missile fired from Yemen, June 6, 
2015.  

VOLUME  8  ISSUE  12  

JUNE  14 ,  2015  

World News 

Special points of interest: 

 China breached OPM exposing 

information on 4 million employees 

 

Security 

IN  THE  NEWS  

O nce again, the conse-
quences of not ad-

dressing security engineer-
ing during product rush to 
market decisions is coming 
back to haunt us. Case in 
point, it appears our good 
friends in China breached 
Federal computers; compro-
mising approximately 4 
million current and former 
government employee iden-
tities [1]. One report sug-
gests the Chinese are after 
health care records and 
were part of the February 
breach that exposed infor-
mation on approximately 

80 million customers [2]. 
This appears to be the sec-
ond breach in less than one 
year of the Office of Person-
nel Management (OPM) by 
Chinese state sponsored 
hackers [3]. Another report 
suggests the latest attack 
went undetected for over a 
year [4]. Adding to the dam-
age; while the investigators 
are unsure of what was 
compromised, they believe 
it included the database of 
personnel with security 
clearances [5]. 

Readers may recall, in the 
last newsletter we docu-

mented the IRS security 
breach impacting approxi-
mately 100,000 taxpayers. 
In response to the breach 
before Congress, the IRS 
Commissioner blamed part 
of the problem on lack of 
funding [6]. However, the 
Treasury IG claims recom-
mendations were previously 
made that were not applied 
[7]. 

When it comes to cyber 
environment, it appears 
that crime does pay. Case 
in point, one study indi-
cates the return on invest-
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ment for cyber-crime exceeds 
100% with an average of 
1,425% [8]. 
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If the freedom of speech is 

taken away then dumb 

and silent we may be led, 

like sheep to the slaughter.

—George Washington 

T errorist attacks continue 
to be problematic in the 

US. For instance, a knife 
wielding follower of the Islam-
ic State (IS) was killed in Bos-
ton [1]. Then there was an 
gun and bomb attack against a 
Dallas police headquarters [2]. 
Such attacks are often initially 
shrouded in confusion. Case 
in point, one report indicated 
that attack was carried out by 
multiple gunmen armed with 
automatic weapons [3]. 

Meanwhile, the al-Qaeda ter-
rorist organization is gaining 
in the Middle-East. For in-
stance, one report indicates; 
while the turmoil is engulfing 
the area, an al-Qaeda off-shoot 
is gaining land in Syria and 
Yemen [4].  

The IS situation is so bad in 
Syria, some are asking is al-

Qaeda is the lesser evil [5]. 
This comes even as the al-
Qaeda offshoot is accused of 
massacring a group of minori-
ty Druze [6]. 

In Afghanistan, police contin-
ue to be the target of the Tali-
ban. For instance, in the Hel-
mand province, multiple at-
tacks left at least 20 police 
dead [7]. 
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Silence is the true friend that never betrays—Confucius 

A ccording to the Labor 
Department, for the 

week ending May 30, the 
number of first time unem-
ployment claims was 276,000 
[1]. Then for the following 
week, the number reported 
was 279,000 [2]. The Labor 
Department also reported the 
unemployment rate for May 
was 5.5% [3]. 

Additionally, the Commerce 
Department reported the 
trade deficit for April was 
$40.9 billion [4]. However, the 
imbalance with China was 
$26.5 billion [5].   

The U.S. is not the only na-
tion to continue struggling 
through tough economic 
times. For instance, creditors 

are continuing to pressure 
Greece thereby adding stress 
to the European Union [6].  

We have come to expect any 
trade deal will result in further 
erosion of US jobs and per-
haps others are starting to 
draw the same conclusion. 
Case in point, the House of 
Representatives rejected the 
Pacific Rim pact trade deal [7].  
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America's workers face a 

battle for their jobs. They 

are the finest workers in 

the world. American 

workers grow, harvest, and 

mine some of the world's 

highest quality and most 

plentiful raw materials.—

Kit Bond 


