
T here have been many reports of the vulnerabilities that are part of the US critical infrastructure. 
Some experts believe the US will not engage in cyber-warfare because of the domestic vulnerabili-

ties that could be exploited [1]. In contrast, retired four start Marine Corps general Cartwright is urg-
ing the US to have an open discussion of its offensive cyber-weapons and under what circumstances 
they would be used [2].   

In Japan, a Fujitsu system used by 200 
local governments was a victim of a cyber-
attack [3]. Local governments are not 
alone in trying to combat bad actors. 
Case in point, the DoD and intelligence 
agencies are actively trying to hire hackers 
[4]. This occurs at a time when cyber-
criminals are increasing their attacks 
against bank accounts [5]. For example, 
six Estonian nationals and a Russian 
national were indicted for hacking; hi-
jacking 4 million machines world-wide 
and stealing $14 million [6]. 

There are potential problems with bogus 
electronic devices we use. For instance, 
there have been at least 1,800 cases of counterfeit parts found in military systems with an estimate of 
1 million in the parts supply [7]. What’s more, most of the bogus parts found in weapons systems 
were traced back to sources in China [8]. 

As we have pointed out in many past newsletters, our critical infrastructure runs on supervisory con-
trol and data acquisition supervisory control and data acquisition (SCADA) programs and devices. 
Given the security weakness of SCADA, this is a global problem. For example, Iran admitted the Du-
qu virus had been detected at some of its nuclear plants [9]. This mali-

VOLUME  4  ISSUE  24  

NOVEMBER  20,  2011  

Security 

Special points of interest: 

 US poverty hits new high of 49.1 

million 

 Oil back over $100 per barrel  

 SCADA attack destroys utility pump 

 90th bank shuttered 

Inside this issue: 

Nuclear 3 

World News 4 

  

Economy  

IN  THE  NEWS  

O ne measure of the 
economy is the num-

ber of people living in pov-
erty. To this end, there are 
a record 49.1 million peo-
ple living in poverty; ap-
proximately 16% of the 
overall population [1]. 

The US trade deficit for 
September was $43.1 bil-
lion [2]. Furthermore, the 
US trade deficit with China 
was $28.1 billion [3]. Then 

the number of people on 
unemployment continues 
to look bad. For the week 
ending November 5, the 
number of first time unem-
ployment claims was 
390,000 [4]. However, the 
number for the week prior 
was increased by 3,000 to 
400,000 [5]. For the week 
ending November 12, the 
number of first time unem-
ployment claims was 

388,000 [6].  

The rate of bank failures is 
below 2010 and 2009. 
However, on November 10, 
regulators closed one bank: 
88) Community Bank of 
Rockmart in Georgia [7]. 
Then on November 18, two 
additional financial institu-
tions were shuttered: 89) 
Polk County Bank in Iowa; 
and 90) Central Progressive 

(Continued on page 2) 

www.femto-second.com 

(Continued on page 2) 



Page 2 Volume 4 issue 24 

Bank in Louisiana [8].  

Oil has again started to rise, 
cresting $100 per barrel [9]. 
As the price of oil increases 
the price of imported oil will 
further drain our wealth. 
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It is weakness rather than 

wickedness which renders 

men unfit to be trusted 

with unlimited power—

John Adams 
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cious software is based on the 
Stuxnet virus that had dam-
aged a number of Iranian 
nuclear centrifuges in the past 
[10]. Readers may recall the 
Stuxnet was a SCADA pro-
gram attack. There is now a 
report that hackers attacked a 
SCADA controlled utility in 
the US and destroyed a water 
pump in the process [11]. The 
source of this particular attack 
appears to have come from 
our Russian friends [12]. 
What’s more, researchers have 
documented vulnerabilities 
with the SCADA controlled 
prison systems that could 
unlock inmate doors [13]. 

1. Baldor, Lolita, AP, Cyber 
weaknesses should deter US 
from waging war, Novem-
ber 8, 2011. 

2. Shalal-Esa, Anfreau, Reu-
ters, Ex-U.S. general urges 
frank talk on cyber weapons, 

Security 
(Continued from page 1) 



Page 3 In the News 

We should seek by all means in 

our power to avoid war, by 

analyzing possible causes, by trying 

to remove them, by discussion in a 

spirit of collaboration and good 

will. I cannot believe that such a 

program would be rejected by the 

people of this country, even if it 

does mean the establishment of 

personal contact with the dictators 

—Neville Chamberlain 

arguing that sanctions are not 
the answer to the Iranian 
problem [10]. Along the same 
lines, the US Secretary of 
Defense, Leon Panetta is 
warning that a military strike 
against Iran would have unin-
tended consequences [11]. 
Furthermore, Israel’s Prime 
Minister, Benjamin Netanya-
hu, is cautioning that Iran is 
much closer to building an 
atomic bomb than is suggested 
by the UN report [12]. 

While the rest of the world 
continues to assess the future 
of nuclear power, China has 
embarked on the world’s big-
gest nuclear reactor buildup 
[13]. In essence, China has 
assessed the risks associated 
with nuclear power and con-
cluded it is the way to go. 
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T he Japanese nuclear disas-
ter at Fukushima is still 

making news. Right before the 
tsunami hit, workers closed 
the cooling water valves to 
reactor 1 because the reactor 
was cooling too quickly [1]. Of 
course, once the generators 
and batteries were knocked 
out, there was no way to reo-
pen the valves and the rest is 
history. Recently, workers 
detected high levels of radia-
tion on the floor of reactor 3 
[2]. This comes after the com-
pany owning the plant, Tepco 
announced the plant was not 
in a critical statue [3]. 

Another area of energy re-
search is cold fusion. To date, 
Italian scientists have devel-
oped a device that requires an 
initial 400 watts start and then 
sustains a reaction producing 
10,000 watts for several hours 
[4].  

In the Middle-East, indica-
tions are that Iran is getting 
closer to deploying nuclear 
weapons [5]. In particular, the 
UN is now saying Iran is 
working on nuclear weapons 
[6]. In response to these warn-
ings, Israel may be planning to 
attack Iran’s nuclear weapons 
plants; and Russia is warning 
against such an attack [7]. 
Moreover, it seems that Iran 
tested a Russian designed 
shape charge critical for nucle-
ar implosion back in 2003 [8]. 
Meanwhile, Iran’s largest trad-
ing partner, China, is advising 
Iran to be flexible [9]. In es-
sence, China is calling for 
more negotiations. What’s 
more, Chinese official are 
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munist giant to expand its 
military at the expense of 
ours. A few questions here: 
Why do we insist on helping 
China when there are so many 
Americans out of work? Why 
not enforce true free trade 
with China? To appreciate the 
change in wealth consider 
China now boasts 960,000 
millionaires, 60,000 super 
rich, and the numbers are 
growing [8]. And of course, 
with the transfer of wealth, so 
goes the tax base necessary to 
maintain the U.S. Military 
and other government pro-
grams.  

The South Korean parliament 
is delaying a vote on approv-
ing the Free Trade agreement 
citing food and compromises 
of national interests regarding 
the auto industry [9].  It seems 
South Korea wants to ensure 
its one-sided automotive trade 
practices remain.  

In the Middle-East, military 
deserters carried out attacks 
against Syrian offices [10]. 
This is starting to look like a 
civil war with Syria reporting 
108 government workers kill-
ing in November [11]. 
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A new treaty might open up 
Japan allowing up to $49.8 
billion in imported farm 
goods by reducing tariffs such 
as the 778% tax on imported 
rice [2]. A question here are 
how many Japanese goods 
would the U.S. import if they 
included a 778% tariff? Why 
is this inequality just now 
getting examined? Neverthe-
less, the one sided treaties that 
Japan implements are helping 
the island nation. Case in 
point, Japan reported a 6% 
annual growth rate increase 
for the quarter ending Sep-
tember 30 [3]. Not only does 
the Government of Japan 
support unfair trade, some 
companies hide losses. For 
example, Olympus is being 
investigated for covering up 
losses going back to the 90’s 
[4]. 

China is showing that it is not 
afraid to use its military 
might. For instance, China 
and the Philippines ships 
bumped in the latest dispute 
over the oil rich the Spratlys 
islands in the South China 
Sea [5]. Meanwhile, Secretary 
of Defense Panetta warned the 
congressional super commit-
tee, defense cuts could result 
in attacks on the U.S. [6]. 

While China is expanding its 
military, the U.S. is poised to 
reduce the number of troops 
to a level not seen since 1940 
[7]. So in essence, the one 
sided trade agreements with 
China are allowing the com-
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If you think a weakness 

can be turned into a 

strength, I hate to tell you 

this, but that's another 

weakness—Jack Handy 


