
U nfavorable trade, deficits, and employment illustrate the recovery will take some time. For ex-
ample, Job losses resumed in December and the unemployment rate remained at 10% [1]. 

What’s more, the December payroll unexpectedly dropped by 85,000 [2]. The reason the unemploy-
ment rate did not rise is because the labor force decreased by 661,000 last month [3]. Compounding 
the bad news, first time unemployment claims increased 11,000 to 444,000; a figure higher than ana-
lysts predicted [4]. On the international front, China surpassed the U.S. in automobile sales; 13.6 
million to 10.4 million [5]. One consequence of China’s expanding market is the increased demand 
for oil; driving the price beyond 
$83 per barrel [6]. Meanwhile, 
China’s foreign reserves for 2009 
increased 23 percent to $2.4 tril-
lion [7]. Elsewhere, the budget 
deficit for December came it at 
$91.85 billion [8]. 

Financial firms have been vilified 
during the continuing recession. 
Hoping to capitalize on people’s 
anger, the US plans to impose a 
$120 billion fee, read tax, on finan-
cial firms [9]. The new tax pro-
posed will only be applied to the 
top 50 banks [10]. Meanwhile, banks continue to fail. For example, in the state of Washington, the 
Horizon Bank became the first financial institution closed by regulators this year [11]. Then on Janu-
ary 15, regulators shuttered three more banks starting with the Town Community Bank and Trust in 
Illinois [12]. Next, the St. Stephen State Bank in Minnesota was closed [13]. Finally, the Barnes Bank-
ing Company in Utah was closed [14]. 
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W ithout strong identifi-
cation and authentica-

tion (I&A) , there is no basis 
for IT security. For example, 
an imposter was able to gain 
physical entry into the HHS 
Headquarters by showing 
bogus Secret service creden-
tials [1]. After the incident 
and successfully exiting the 
HHS Headquarters building, 
the man was later arrested [2]. 
What’s more, when he 
conned his way past the secu-

rity guards, he motioned like 
he was carrying a concealed 
weapon in his waistband [3]. 
Given the Personal Identity 
Verification (PIV) card is 
required by government em-
ployees, perhaps the time has 
come to use its strong I&A 
capabilities. 

Overseas, Google is consider-
ing terminating its business 
with China following state 
sponsored sophisticated 
email attacks [4]. Moreover, 

in a show of international lead-
ership, the White House 
backed Google and diplomats 
asked China for an explanation 
[5]. What the Chinese attack 
on Google illustrates is the 
breadth and depth of the as-
sault [6]. Apparently, China 
exploited a new vulnerability in 
the Microsoft IE Explorer that 
allowed remote code execution 
[7]. Since news of the Chinese 
attack and the exploit was pub-
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There is no substitute for 

victory—Douglas MacArthur 

lished’ the German govern-
ment has advised people not 
to use Microsoft’s IE until a 
patch is available [8]. 

In other news, malicious soft-
ware (malware) designed to 
steal bank information was 
discovered on Google’s on-
line Android site [9]. Software 
vendors continue to correct 
security problems with secu-
rity patches. For example, 
Microsoft’s January patch 
update included only one 
security fix while Adobe has 
multiple fixes [10].  

Cyberwar has become a favor-
ite weapon. Case in point, two 
otherwise strong allies, China 
and Iran are engaged in a 
small cyberwar [11]. 
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Power over a man's 

subsistence is power over his 

will—Alexander Hamilton  

from 7 AM to 2:30 PM [3].  

Consider the risk associated 
with new smart meters such as 
the 7.3 million being installed 
in California; these have been 
successfully hacked [4]. In one 
worst-case scenario, a utility 
company could suffer a power 
disruption to millions of its 
customers [5].  

The 2 airport examples illus-
trate the relationship between 
power disruptions and trans-
portation. When combined 
with our current policy of 
transferring wealth and tech-
nology overseas; system up-
grades with exploitable weak 
security set us up for more 
unpleasant surprises. 

1. WTOP, Power back on at 

I n the past, we have de-
scribed weak security asso-

ciated with the protocols used 
to control utilities and trans-
portation. In this newsletter, 
we look at the cost of disrup-
tion independent of the prob-
lem’s cause. In the first exam-
ple, at Reagan National Air-
port, a power outage caused 
delays for one hour until 
backup generators came on-
line [1]. During the outage, 
planes were not allowed to 
take off and passengers could 
not clear security check points 
[2]. In a second example, in 
Cleveland, road salt on a 
utility pole was blamed for a 
power outage that stranded 
travelers at Hopkins airport 
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I n China, a diesel spill con-
taminated part of the Yel-

low river, used as a drinking 
water supply for many along 
the waterway [1]. Barricades 
were used to contain the Yel-
low river damage (source of 
drinking water to 107 million 
people) [2]. The Chinese water 
supply is not the only toxic 
concern. Case in point, the 
AP has examined Chinese 
manufactured children’s jew-
elry sold in the U.S. and 
found large quantities of the 
carcinogenic cadmium [3]. In 
response to the report, one 
retail sales chain, Wal-Mart, 
pulled the Chinese made jew-
elry from its stores [4]. It 
seems the main reason the 
Chinese use toxic metals in 
children's jewelry is because it 
costs less to make [5].  

Elsewhere, China denounced 
the U.S. for allowing Ray-
theon to support Taiwan’s 
Patriot missile system [6]. 
Shortly thereafter, China suc-
cessfully tested its own missile 
intercept capability [7]. It may 
be that China has extraordi-
nary leverage due to the trade 
imbalance. For example, the 
U.S. trade deficit with China 
was $18.43 billion for Decem-
ber and $196 billion for the 
year [8]. What’s more, China 
banks have passed their US 
counterparts and now have 4 

of the top 5 most valuable 
banks in the world [9]. Mean-
while, the number of Internet 
users in China reached 384 
million (more than the entire 
population of the U.S.) [10] 

It’s difficult to think that diplo-
macy with Iran has not failed. 
However, there is hope Iran 
will change its ways. For exam-
ple, if diplomacy fails, there are 
plans to use force as needed 
[11]. Meanwhile, Iran criticized 
Saudi Arabia for its involve-
ment in the Yemen conflict 
[12]. 
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I have come to a resolution 

myself as I hope every good 

citizen will, never again to 

purchase any article of 

foreign manufacture which 

can be had of American 

make, be the difference of 

price what it may —Thomas 

Jefferson  

man was arrested for operat-
ing a $28 million Ponzi 
scheme (in Massachusetts) [4]. 
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F raud continues to domi-
nate large dollar crime. 

For example, in Connecticut, 
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