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Economic News

committee belonging to a private group, the National Bureau of Economic Research claims the

long recession is finally over [1]. What’s more, on July 24, the minimum wage increased from
$6.55 to $7.25 per hour [2]. Surprisingly, Ford, the U.S. automaker that did not accept Federal funds,
posed a $2.3 billion quarterly profit [3]. Some researchers are concerned that machines will outsmart
man and research into artificial intelligence (AI) should be controlled [4]. In past issues of In the News,
we have presented reports that Al programs called algos, without human intervention, were instru-
mental in the collapse of a number of healthy banks. Fortunately, senator Charles Schumer warned
the SEC to curb large trader flash orders (read algos driven orders), else he will sponsor a bill to do so
[5]. Hopefully, the problems can be corrected before additional catastrophic financial failures occur.
Meanwhile, the unemployment rate in the Detroit area exceeded 17% [6].

Regulators had a busy
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ne report suggests the

Government is facing a
shortage of cyber security
personnel [1]. Unlike the
previous 2 presidents, the
Obama administration has
focused early on cybersecurity
and there are hopes the cyber-
security czar will have suffi-
cient clout to be effective [2].
Highlighting another threat, a
new tool called Metasploi is
available to remotely hack
into Oracle databases [3].
What's more, recent Zero Day
attack malicious software
(malware) was discovered
exploiting Windows operating
systems; allowing bad actors
to remotely control the com-

IT security

puter after users visited in-
fected web sites [4]. In re-
sponse to this latest attack,
Microsoft announced a new
security patch release sched-
uled for Tuesday outside
their regular monthly cycle

[5].

A recent suicide in China,
following reports the worker
stole a prototype Apple
iPhone highlights the grow-
ing concern over Chinese
counterfeiting [6]. In San
Francisco, new computerized
parking meters can be
hacked resulting in free park-
ing [7]. What’s more, a
China-based cyber attack
shut down bookings for an

Australian film festival [8].
Given the current threats, it
should come as no surprise the
NSA is expanding facilities at
Fort Meade that could accom-
modate 11,000 additional
workers [9].
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Banks are an almost

irresistible attraction for that

element of our society which
seeks unearned money—J.

Edgar Hoover
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Security Bank of North Ful-
ton (60™); Security Bank of
North Metro (61%); Security
Bank of Bibb County (62™);
Security Bank of Houston
County (63"); and the Secu-
rity Bank of Jones County
(64™) [8]. This was the largest
number of bank failures in
one year since 1992 [9]. On
July 31, regulators shuttered 5
more banks: Peoples Commu-
nity Bank of West Chester,
Ohio; First State Bank of Al-
tus, Oklahoma; Integrity Bank
of Juniper, Fla; the First Bank-
Americano of Elizabeth, N.J ;
and the Mutual Bank in Har-
vey, Il [10]. With 5 months
still remaining, the number of
shuttered banks now stands at

69.
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SCADA and Trains Part 111

\ x } eeks after the accident,
investigators are still

researching the cause of the
Washington Metrorail acci-
dent on the Red Line [1].
While we are not certain of
the cause, a third train crash
since May 8 occurred, this
time in San Francisco [2].
Apparently, control was
switched from automatic to
manual just before the acci-
dent and the emergency brake
was not applied [3]. Estimates
are the investigation could
take up to 18 months to com-
plete [4].
While not singling out a spe-
cific cause or causes, the Su-
pervisory control and data
acquisition (SCADA) systems
are critical to most of the basic
infrastructure and security is
not well defined nor imple-
mented [5]. In the case of the
Boston crash, where one trol-
ley plowed into the rear of
another resulting in $9 mil-
lion in damages and 49 inju-
ries, the driver was indicted
for causing the accident [6].
The Massachusetts Bay Trans-
portation Authority (MBTA)
includes SCADA and Auto-

Cap and Trade Trouble

In the last Newsletter, we
indicated sunspots had
returned on July 4®. However,
since July 9th, the Sun has
again remained quire. The
consequence of no sunspots is
the Sun’s irradiance has fallen
0.02% in the visible and 6%
in the ultraviolet (UV) wave-
length [1]. The visible light
electromagnetic spectrum is a
very small portion of the total
spectrum. As swimmers who
forgot their sun screen can
attest, UV radiation reaching
the Earth is significant.

Meanwhile, Germany has
called a proposal to impose

In the News

matic Vehicle Identification
(AVI) [7]. A question here is
what is SCADA doing while
these accidents are allowed to
take place?

Consider that SCADA is used
by many systems. What's
more, hackers have increased
their focus looking for vulner-
abilities at gas, energy and
manufacturing plants [8]. In
another example, a former
security guard for a hospital in
Dallas, hacked into the hospi-
tal’s heating, ventilating, and
air conditioning (HVAC) sys-
tem and was arrested before
launching a planned denial of
service attack [9]. If a hacker
can break into a SCADA con-
trolled HVAC system, what
exploits might be possible with
train system?
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greenhouse tariffs on prod-
ucts eco-imperialism [2].
What’s more, India and
China have rejected
carbon emission con-
trols (see world news).
It is difficult to see
how the U.S. can go

it alone.
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I knew I was going to take
the wrong train, so I left

early—Yogi Berra
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He reminds me of the man
who murdered both his
parents, and then when the
sentence was about to be
pronounced, pleaded for
mercy on the grounds that he
was orphan—Abraham

Lincoln
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In a sign of problems to
come, India rebuffed secre-
tary of State Hillary Clinton’s
call for low carbon emissions
[1]. Arguing a carbon foot-
print per person, India has
rejected any plans to reduce
emissions [2]. Secretary of
State, Hillary Clinton, eased
Indian outsourcing concerns
by stating the U.S. has no
plans to implement protec-
tionism [3]. India has dis-
missed claims of Global
Warming and made clear the
country will not take on any
curbs in the growth of emis-
sions [4]. Elsewhere, India
launched its first nuclear sub-
marine highlighting the coun-
tries technological advance [5].
Meanwhile, the Commerce
Secretary, Gary Locke, wants
American consumers to pay
for part of Chinese green-
house gas emissions [6]. More-
over, China has urged the
U.S. to manage its fiscal policy
(7].

There seems to be no stopping
countries from building nu-
clear weapons. Case in point,

In Texas, three people were
indicted for a $2.5 million
mortgage fraud [1]. In Mis-
souri, a grain dealer was in-
dicted for operating a $27
million to $50 million Ponzi
scheme [2]. In Chicago, a man
was charged with operating a
$77 million Ponzi scheme
swindling over 450 investors
[3]. In Chicago, a businessman
was charged with embezzling
$24 million from pension
funds [4]. In Chicago, a devel-
oper was charged in a $10
million fraud [5]. Elsewhere,
Federal authorities made 30
arrests in a $16 million Medi-
care fraud scheme [6]. In San
Francisco, four people and a

World News

there are suggestions that
Myanmar (Burma) is develop-
ing a nuclear bomb [8]. It is
expected to take Myanmar
some time to develop their
bomb but experts believe they
have started the program [9].
What's more, Secretary of
State, Hillary Clinton, ex-
pressed concern that North
Korea is providing nuclear
technology to Myanmar [10].
Elsewhere, keeping the tension
high, North Korea seized a

South Korean fishing boat [11].
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Phoenix based company were
charged with an alleged $197
million mortgage fraud [7]. In
Rhode Island, 4 people were
indicted in a $10 million real-
estate fraud [8].
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