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Economic News

l | nemployment increased to a 26-year high of 9.5% representing 14.7 million Americans out of
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work [1]. While the U.S. continues to suffer during the recession, South Korea’s June trade SCADA 3
surplus reached a new high of $7.4 billion [2]. In another sign of trouble ahead, foreigners now hold
nearly 50 percent of the Federal gov- World News 4
ernment’s debrt [3]. Bank Closings as of 7/5/2009 Crime 2
Meanwhile, ushering in the first Fri- 60
day this summer, regulators shuttered
. . 50 —_—
five banks bringing the total closed to e E
45 for the year [4]. In Georgia, the B
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Community Bank of West Georgia A
became the 41* financial institution 20 7 e B.ds
shuttered this year [5]. Elsewhere in 10 A S
Georgia, the Neighborhood Commu- 0 -
nity Bank was shuttered making this 2007 2008 2009

the 42™ failure this year and the 14®
for Georgia [6]. The distinction of the

43" bank to close went to the Horizon Bank of Pine City, Minnesota [7]. The next bank shuttered,
number 44, was Irvine, Calif.-based MetroPacific Bank [8]. Elsewhere in California, the Mirae Bank of

Los Angeles became 45™ closure [9].

On July 2, the regulators closed another seven banks. The 46™ bank closed for the year was the John

Warner Bank of Clinton, Illinois [10]. Next, at number 47, was another

In a system with automated
computer protection; in
the Washington DC area,
nine people were killed when
one subway train crashed into
the rear of another [1]. One
report suggests the problem
train was operating in com-
puter controlled mode, the
emergency brake was pressed,
and the train still kept going;
suggesting some computer
failure [2]. By the second day,
investigators were focusing on
rail sensors along a 740-foot
section that didn’t detect
when a train was passing by
[3]. Later in the week, tests
showed the system failed to
detect a train located in the

IT security

same position and the auto-
mated speed was likely 59
miles per hour [4].

In a sign of things to come,
Pro-Iranian hackers broke
into the Oregon University
computer system and for 90
minutes broadcast political
messages [5].
In other news, unauthorized
oil futures trades cost a UK
brokerage firm over $10
million in losses and tempo-
rarily drove the price of oil
up more than $2 per barrel
[6].
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bank in Illinois, the First State
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bank regulators closed was the

Founders Bank of Worth, Il

[16]. At 52 banks shuttered,

this is the busiest year since

1992 [17].
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In the nation’s capital re-
gion, two subway trains
crashed on the Washington
Metropolitan Area Transit
Authority (WMATA) Red
Line [1]. The Washington
metro rail system has many
protection mechanisms and
was considered fail-safe [2].
With that, it’s time once again
to look at Supervisory Control
And Data Acquisition
(SCADA). Rather the postu-
late on the root cause of the
Red Line accident, we look at
cyberwar interest tied to
SCADA. Case in point, Boe-
ing in expanding its cyberwar
business offerings and one
area of interest is how
SCADA can be invaded [3].
Currently approximately $18
billion is spent by the U.S. on
cyber operations [4]. However,
perhaps the biggest threat
from cyberwar comes from
China. For example, fearing a
shutdown of computers con-
trolling power, water, air, and
finances, the U.K. is preparing

SCADA

to defend against China and
Russia cyberwarfare attacks [5].
Meanwhile, the U.S. and Rus-
sia are locked in a debate as to
what should be in a cyberwar
treaty [6]. However, with so
many rogue nations that rou-
tinely violate international
treaties and the potential for
terrorist sponsored attacks,
another treaty will not avert
SCADA attacks.

Last year, a SCADA vulner-
ability was discovered that
could cause unauthorized
access and service disruption
[7]. The government does have
centers of excellence in ad-
dressing SCADA security; for
example the Sandia National
Laboratories Center for

SCADA Security [8].

Readers interested in SCADA
vulnerabilities may want to
read In The News, Volume 1,
Issue 25, September 14, 2008
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We will bankrupt ourselves
in the vain search for
absolute security—Dwight

Eisenhower
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I believe it is peace for our
time . . . peace with honour—

Neville Chamberlain
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ne of the reasons for

following the events in
Pakistan is because this is a
nuclear armed nation. An Al
Qaeda spokesman has an-
nounced that if the terrorist
organization can get Pakistan’s
nuclear weapons, they will use
them against the Unites States
(1].
Meanwhile, North Korea is
continues to threaten nuclear
war on the Korean peninsula
[2]. What’s more, the North
criticized the U.S. for moving
a missile defense platform to
Hawaii, prior to the specu-
lated next launch of a North
Korean missile targeting this
area [3]. In other news, a
North Korean ship suspected
of transporting banned weap-
ons has changed course; possi-
bly averting an international
showdown [4].

In an effort to ease protests,
Iran has begun a recount of
10% of ballots [5]. What's
more, the re-elected President
Ahmadinejad is calling for an
investigation into a widely
publicized protester death [6].
Given there are questions as
to the validity of the re-
election; it is unclear how
reliable an investigation into
the martyred protester would
be. In a sign of deteriorated
international relations, a sen-
ior Iranian cleric announced

S panning five states, 8 peo-
ple accused of operating a
$100 million healthcare fraud
ring were indicted [1]. In a
Florida example, two people
were charged in a $179 mil-
lion Medicare fraud scheme
[2]. In Chicago, 37 people
were charged with a $48 mil-
lion mortgage fraud scheme
[32]. In Miami, a man was
arrested for operating a $2.5

World News

British embassy staffers would

be tried [7].

In China, a toy factory ethnic
brawl Uighurs (Turkic-speaking
Muslims) and Han Chinese left
2 dead and 118 injured [8].
[llustrating the economic
strength of China, a Chinese
automaker has offered to buy a
stake in GM’s German Opel
division [9].

India is the latest nation to
question the use of the U.S.
dollar for international ex-
change [10]. Elsewhere, India
emphasized any effort to con-
trol global warming must be
fair to developing countries
[11]. For years, NOAA has
tracked pollution clouds origi-
nating from China and Russia
that cross the pacific and arrive
in the U.S. [12]. India would
like the same benefit China
receives, pollution without
consequence. Regulating U.S.
industry, while ignoring unfair
trade practices and lax interna-
tional pollution, will certainly
continue to hurt the U.S.
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million Ponzi scheme [4]. In
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in a $9 million mortgage

fraud [5].
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