
A ccording to Verizon analysis of 90 network breaches last year, 285 million records were compro-
mised, 91% were linked to organized crime, and only a third were publically disclosed [1]. Else-

where, Chinese cyber spies breached a $300 billion Pentagon fighter jet program [2]. The joint strike 
fighter project, the most costly in the Pentagon’s history, was repeatedly breached [3]. The Pentagon 
break-in included the unauthorized transfer of trillions of bytes (terabytes) of data [4]. Officials, down-
played the severity indicating critical data on the F-35 Joint Strike Fighter was not compromised [5]. 
Nevertheless, the Secretary of Defense may initiate a new separate military command to deal with the 
growing cyber threat [6]. Expectedly, China has denied involvement in stealing F-35 design informa-
tion [7] 

In other news, the NSA Chief, Lt. Gen. Keith Alexander, emphasized his agency does not run cyber 
security for the Government [8]. The General underlined the challenges in addressing cyber security 
are too big for the NSA alone [9]. Furthermore, the official in charge of President Obama’s 60-day 
cyber security review, Melissa Hathaway, suggested the white House needed to take control [10]. If the 
recommendations are followed, the DHS would lose control of cyber security [11]. 

On the patch front, Mozilla released an update that fixes 9 security flaws, including one listed as criti-
cal [12]. Corrective measures, including patches, will remain an important defense. Case in point, 
there was considerable media coverage of the Conficker worm and when the expected adverse conse-
quences did not materialize, people started to downplay the malicious software threat [13]. However, 
the worm has now started to attack PCs [14]. Another corrective approach came from the HHS that 
released guidance on securing electronic health records that includes reliance on encryption [15]. 
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I n the months before it 
was shuttered, approxi-

mately $170 million in 
deposits were withdrawn 
from the New Frontier 
Bank in Colorado [1]. In 
Georgia the American 
Southern Bank, became the 
26th bank shuttered this 
year [2]. Furthermore, the 
Michigan Heritage Bank 
was the 27th closed by regula-
tors [3]. In California, the 
First Bank of Beverly Hills 
was the 28th shuttered by regu-
lators [4]. Lastly, the First 
Bank of Idaho, FSB, was the 
29th this year [5]. At 29 banks, 
this year has surpassed the 
number shuttered for 2007 

and 2008 combined. 

Domestically, newspapers 
have been suffering with 
many filing for bankruptcy. 
However, in China, a new 
English speaking newspaper, 
the Global Times, was 
launched [5]. 
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There is speculation that cy-
bercriminal have found an 
exploit with older Nokia 
phones allowing fraudulent 
bank transfers [16]. Phones 
are not the only security con-
cern. One report suggests the 
average cost for a lost laptop, 
including data loss, is $49,246 
[17] 
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schools, museums, libraries 
and state-run theaters in its 
capital, Mexico City [8].  

The new flu is considered a 
respiratory outbreak and some 
countries are worried about a 
possible epidemic [9]. For 
example, some Asian countries 
have started screening passen-
gers and pork products com-
ing from Mexico [10]. How-
ever, with the porous border 
separating the U.S. and Mex-
ico, such controls will not be 
effective. Meanwhile, the 
World Health Organization is 
meeting to discuss the poten-
tial pandemic [11]. Fortu-
nately, there have been prepa-
rations for a flu pandemic and 
current antiviral medicines 
appear to combat the virus 
[12]. 
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I n 1918, the Spanish Flu 
pandemic infected 20 to 40 

percent of the world’s popula-
tion culminating in the death 
of 50 million people [1]. 
When Gerald Ford was presi-
dent, back in 1976, there was 
concern over the possibility of 
Swine Flu causing massive loss 
of life. In response, then Presi-
dent Ford embarked on a 
massive immunization plan 
[2]. As it later tuned out, the 
threat never materialized and 
the $135 million emergency 
program was considered a 
false alarm [3]. Interestingly, 
the CDC is checking to see if 
those vaccinated in 1976 
might have a resistance to the 
current virus [4]. 

The new form of the Swine 
Flu has surfaced in Mexico 
with over 1,000 people in-
fected and at least 68 deaths 
reported [5]. This is a death 
rate of approximately 6% 
indicating the severity of the 
virus. What’s more, the first 8 
U.S. cases of the new influ-
enza reported where in Texas 
and California, with no 
deaths [6]. By Saturday, cases 
were confirmed in Kansas, 
and suspected in New York 
City [7]. In response, the Gov-
ernment of Mexico shut down 
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be problematic at some future 
time. Case in point, the com-
mon business-oriented lan-
guage (COBOL) is still in use 
after 50 years [3]. Those who 
believe that if it’s not broke, 
don’t fix it will likely keep 
many system in place longer 
than originally anticipated. 
Newer systems may have older 
computers performing some 
embedded tasks. As greater 
network access continues to 
flourish, these embedded sys-
tems may present future chal-
lenges. For example, an older 
technology router may serve its 

L ong after a conflict, left-
over problems remain. 

For example, last week in Ber-
lin, an unexploded bomb 
from World War II Was dug 
up [1]. What’s more, in small 
French towns along the old 
Western Front, munitions 
from WW I, including poison 
gas, are still found [2].  

So what are the consequences 
of the various pieces of mali-
cious software (malware) that 
are infecting systems today? 
Once these programs are 
placed in a backup, they could 

primary function and remain 
vulnerable to exploitation. 
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A t a UN conference de-
signed to fight racism, 

Iranian president Mahmoud 
Ahmadinejad, called Israel the 
“most cruel and repressive 
racist regime” [1]. 

Meanwhile, Japan has suffered 
its first trade deficit since 
1980 [2]. Contributing to the 
deficit, shipment of Japanese 
cars to the U.S. remained 
week [3]. Meanwhile, the sec-
ond largest bank in Japan, 
Mizuho Financial Group, 
reported a larger than ex-
pected loss for the 3 months 
ending in March [4]. 

In Pakistan, Taliban militants 
are extending their control of 
the Swat Valley to a neighbor-
ing district [5]. In one expan-
sion, the Taliban were just 60 
miles from the capital of Paki-
stan [6]. Secretary of State, 
Hillary Clinton, harshly criti-
cized Pakistan's government 
saying it has abdicated to the 
Taliban [7]. However, Paki-
stan's Prime Minister Syed 
Yusuf Raza Gilani said the 
military could stop the Tali-

ban and that the country's 
nuclear weapons were safe [8]. 

The other nuclear hot spot, 
North Korea, is now consid-
ered fully nuclear capable [9]. 
What’s more, North Korea 
announced it restarted its 
weapons-grade plutonium fac-
tory [10]. This as the North 
arrested 2 America reporters 
[11]. 
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firm owner was charged with 
operating a $23 million Ponzi 
scheme [7]. In Florida, a 
Turnpike manger and 2 oth-
ers were charged in a $4 mil-
lion fraud [8]. 
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I n Tennessee, a man was 
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investment firm owner was 
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