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H ackers are continuing
to find ways to steal
identities. For example, the
Federal Aviation Administra-
tion (FAA), part of the De-

partment of Transportation
made the headlines. Hackers
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broke into the FAA computer system and accessed the names and Social Security numbers of 45,000
employees and retirees [1]. This breach comes at a time when President Obama ordered a cybersecu-
rity review [2]. The FAA is another casualty of increased identity theft. For example, in 2008, the
number of identity theft victims increased from 8.1 million in 2007 to 9.9 million [3]. However, the
cost per victim fell 31% to $496 per victim [4]. In other Government news, the GAO reports that

TSA security inspectors could not explain 49% of their work [5].

In Russia, a antivirus security firm fell victim to an SQL injection attack [6]. The security lab, Kasper-
sky, claims no data was stolen and hired a third party to review the incident [7]. The security company

Bank Closings as of 2/15/2009

Banks Closed

he number of cases the

SEC brought against
Ponzi schemes increased from
15 in 2007 to 23 last year [1].
What'’s more, following con-
gressional complaints over the
handling of the Madoff case,
the SEC enforcement chief
Linda Chatman Thomsen
announced she will be leaving
[2]. In other news, the
Sherman County Bank in
Nebraska became the 10%
bank shuttered by regulators
this year [3]. The 11" bank
closed was the Riverside Bank
of the Gulf Coast in Florida

[4]. The 12 bank closed was
the Corn Belt Bank and
Trust Company in Illinois
[5]. Finally, the 13* bank
shuttered was the Pinnacle
Bank in Oregon [6].

In an interview on C-SPAN,
Rep. Paul Kanjorski of Penn-
sylvania stated there was
electronic run on the banks
last September. He claims
that in a 1-2 hour period,
$550 billion was withdrawn
from money market accounts
[7]. Some are now question-
ing what happened. We
point out the following, the

launched an upgraded U.S. tech sup-
port site and reverted to the old site
following the breach [8]. In another
incident, the antivirus company F-
Secure also appears to have been vic-
timized by

(Continued on page 2)
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catalyst occurred the Monday
before when the 4™ largest in-
vestment bank Lehman Broth-
ers declared bankruptcy [8].
This set the stage for a bailout
(that later became known as
TARP) [9]. Last October we
cited references to the silent
bank run against Wachovia
were depositors holding more
than $100K pulled money out
of their banks, getting their
balance below $100K [10].

Readers of the July 20th News-
letter may recall our warning
that deposits above the FDIC
$100K limit were at risk. There
are 2 reasons we believed this at
the time. First, following the

(Continued on page 2)
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Special points of interest:

o Federally controlled medical re-
cords part of Stimulus Bill

o Hackers break into FAA and ac-
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o Microsoft offers $250K reward for
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and conviction of Conflicter Worm

e Regulators shutter 10t, 11t, 12t &
13t banks



Well done is better than well

said—Benjamin Franklin
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the same type of SQL injec-
tion attack [9]. F-Secure per-
sonnel said the problem with
its site was due to a bug in a
Web application [10].

Last Tuesday, Microsoft deliv-
ered a patch to correct eight
vulnerabilities [11]. Microsoft
is also offering a $250,000 for
information leading to the
arrest and conviction of the
creators of the Conflicter

Worm [12].
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failure of IndyMac, there were

reports some of the funds

were not covered by the FDIC
and depositors might lose
these assets [11]. Second, fi-
nancial people, such as Suze

Orman, were pointing out

FDIC insurance only covered

up to $100,000 [12]. To com-

pound the problem, Suze was
featured in an FDIC advertis-
ing campaign and is refer-
enced on the FDIC’s main

Web page under Consumer

Resources. If you had $200K

in deposits at a bank, and the

FDIC launched a marketing

campaign warning insurance

was limited to $100K; at the
first sign of bank trouble,
what would you do?
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Electronic Medical Records

ow that the American

Recovery and Reinvest-
ment Act of 2009 (stimulus
bill) has cleared congress; it’s
an appropriate time to explore
some of the Information
Technology descriptions. For
example, the bill calls for the
creation of the National Coor-
dinator of Health Information
Technology and a Govern-
ment system to control all
medical records [1]. The Of-
fice of the National Coordina-
tor for Health Information
Technology (ONCHIT) will
be part of HHS. One chal-
lenge for the organization will
be ensuring record privacy.
Under the new stimulus bill,

ast week, a Russian Cos-

mos communications
satellite collided with a U.S.
Iridium satellite resulting in a
debris field of 500 pieces [1].
The collision took place 485
miles above the Russian Arctic
[2]. The Russian satellite was
nonfunctional whereas the
U.S. spacecraft was part of an
operational 66 constellation
providing global telephone
communications [3].

What is interesting is the Irid-
ium satellite could have ad-
justed its orbit [4]. Unfortu-
nately, there is no FAA
equivalent for commercial
satellites so there was no warn-
ing [5]. It is estimated that
within a month, the debris
field should stabilize and a
better risk picture emerge [6].
For decades, other spacecraft
will need to avoid the debris
form last week’s collision [7].
What's more, the debris could
remain in orbit for 10,000
years [8].

As military and commercial
reliance on space continues,
the consequences of debris

could be far reaching. When
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individuals must be notified
when protected health infor-
mation (PHI) is compromised.
With the multiplicity of appli-
cation vulnerabilities, privacy
breaches should be antici-
pated. For example, in the
FAA privacy breach, Person-
ally Identifiable Information
(PII) for 45,000 people was
placed at risk [2].

It may be helpful to have a
template for alerting victims
such as the following example.
In 2005 following its data
breach, the FDIC sent letters
to people potentially impacted
[2]. After contacting the
FDIC, we learned that the
leaked information was from a

Space Debris

China shot down a weather
satellite, it created a debris
field [9]. Now countries such
as Iran are developing space
capable rockets [10]. Consider
the reliance on GPS satellites
that currently operate at ap-
proximately 10,000 miles
above the surface. Should
these be destroyed in a space
war, the debris would remain
a threat for many generations.

1. Sunseri, Gina, and Marti-
nez, Luis, ABC News, An
Unprecedented Space Colli-
sion, February 12, 2009.

2. Baker, Luke, Reuters,
Satellite crash poses new

political risk, February 12,
2009.

3. Broad, William J., New
York Times, Debris Spews
Into Space After Satellites
Collide, February 11,
2009.

4. Birch, Douglas
and Isachenkov,
Vladimir, AP,
Crash of US, Rus-
sian satellites a
threat in space,

February 12,

Q )

A )

computer printout containing
PII for all 2002 employees.
Furthermore, as a remedy, the
FDIC offered 2 years free
credit monitoring.
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Men have become the tools of
their tools—Henry David

Thoreau

Page 3



The infectiousness of crime is
like that of the plague—

Napoleon Bonaparte
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n Beijing, a 44-story, 520-

foot building was com-
pletely destroyed by fire [1]. It
appears the fire was caused by
illegal fireworks [2]. In other
news, the monthly U.S. trade
deficit increased 1.9% to
$12.3 billion in China’s favor
[3]. Furthermore, China has
indicated that for now it will
continue to purchase U.S.
Bonds [4]. The company at
the heart of the tainted milk
scandal, the Sanlu Group is
bankrupt and the Chinese
product safety regulators are
checking a unit of the French
Danone group to see if it also
used the toxic chemical mela-
mine [5]. Moreover, Con-
gressman Bernie Thompson
blamed China as the source

he increase in the num-

ber of fraud cases is
straining the FBI [1]. For ex-
ample, in Colorado, a man
was indicted on charges of
wire fraud and money laun-
dering relating to a multi-

million dollar loan scheme [2].

One suspect in a $100 million
mortgage fraud was caught at
the Canadian border carrying
$1 million in Swiss bank cer-
tificates, $70,000 in cash, and
four ounces of platinum [3].
In Florida, a man accused of
an $83 million bank fraud
scheme was arrested [4]. In
Kentucky, two men were sen-
tenced in a $4.5 million bank
fraud scheme [5]. In Pennsyl-
vania, a Canadian national
was indicted by a grand jury
for operating an international
stock fraud ring that resulted
in losses of $26 million [6].

Nigerian scams continue to
find fresh victims. For exam-
ple, Utah lost $2.5 million
from its treasury to a Nigerian
web scam fraud [7]. The state
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for cyber attacks against the
U.S. government, electric-
utility, and financial computer
networks [6].

In Pakistan, the government
there has acknowledged that
parts of the terrorist attack on
Mumbai were planned domes-
tically [7]. What’s more, India
is urging more action be taken
by Pakistan indicating the
situation is still volatile [8].
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thought it was paying money
to the University of Utah's
design and construction de-
partment but was instead
scammed [8].
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