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IT Security

ne ever present risk is that at some point in the future, past algorithms will be cracked. For

historical archives, this may necessitate other controls to ensure archived copies have not been
tampered with. For example, older US currency no longer in circulation, such as the $500 bills are
often sealed in plastic where some third party vouches for the authenticity of the bill inside. This is
necessary due to the advances in counterfeiting. The same threat exists for digitally signed legal docu-
ments. We know that at some future date, technology will allow forging these documents. For exam-
ple, a team of researchers the United States, Switzerland, and the Netherlands used 200 PlayStation 3
video game consoles to defeat some of the PKI approaches supported by many commercial, Certifica-
tion Authorities (CA) [1]. The problem is that popular browsers pre-populate with a number of CA

certificates that are vulnerable. Consumers connecting to bogus web site would see the SSL locked key

and think they are secure when in fact they are not. The Chaos Communication Congress unveiled a
vulnerability to the MD5 hash algorithm still used by some CA’s [2]. In general, if a bogus document
can be made to result in the same hash as a legitimate signed document, then the forgery properly
validates. Six CA vendors issued certificates in 2008 using the weak and exploitable hash algorithm:
RapidSSL, FreeSSL, TC TrustCenter AG, RSA Data Security, Thawte, and verisign.co.jp [3]. Micro-
soft and Morzilla are working with affected certification authorities to ensure they update their certifi-

cates [4].

Readers may recall the Year 2000 Bug concerns that computers would fail during
the millennium roll over. As it turned out, a leap year problem plagued owners of
the Microsoft 30-Gig Zune players when their devices froze on December 31 due to
a bug where 2008 was programmed for 365 days and not 366 (leap year) [5]. On
December 31, Zune users trying to start their device saw a Zune image as the device
froze [6). Microsoft recommended waiting for 24 hours and the device would re-

turn to normal [7]. However, on January 1, Zune users were still having trouble

getting their devices functioning again [8]. In other Microsoft news, a trial version of Windows ver-

sion 7 not scheduled for release until January was leaked to Internet sites in late December [9].

In Government news, FEMA is investigating how a spreadsheet with 16,857 lines of privacy informa-
tion on Hurricane Katrina victims was posted on one of its web pages [10]. Web based problems are
not limited to the US. For example, the Industrial and Commercial Bank of China suffered a very
costly 23 minute computer glitch when it traded gold for six times its rate

hen Lehman Brothers

filed for bankruptcy,
there was a considerable loss
of value. Because of the un-
planned bankruptcy, $75
billion more was lost than
would have been the case of a
planned bankruptcy [1]. This
illustrates the impact of fast
transaction technology in
today's world.
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In other news, the

US Securities and Exchange
Commission Inspector Gen-
eral will testify before the
House Financial Services
Committee regarding the
Madoff Ponzi scheme [2].
The list of Madoff assets will
not be made public [3].
Moreover, the trustee over-

seeing the Madoff bank-

(Continued on page 2)

ruptcy, Irving H. Picard, is re-
questing broad subpoena pow-
ers in trying to determine
where the assets are [4]. In Aus-
tria, the Government there
took over the Bank Medici that
had a $2.1 billion exposure to
the Madoff Ponzi scheme [5].
For the few that withdrew
money from Madoff earlier,
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An optimist stays up until
midnight to see the new year
in. A pessimist stays up to
make sure the old year

leaves—Bill Vaughn
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(11].

As mobile devices increase in
sophistication the number
exploits increases. For exam-
ple, older versions of Nokia
cell phones (S60 interface
versions 2.6 to 3.1) will crash
when a specially crafted Inter-
net email is received [12].
Elsewhere overseas, the Indian
Computer Emergency Re-
sponse Team (CERT-In) esti-
mated that over 100 cyber
attacks originated from Paki-
stan since the November 26th
Mumbai attack [13]. For exam-
ple, the Indian Eastern Rail-
way website was hacked alleg-
edly in response to the Paki-
stan air space violation [14].
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this money might have to be
returned for redistribution to
all victims [6]. One conse-
quence of the Madoff scheme
is that regulators are now
probing other money manag-
ers suspected of using similar
tactics [7].

In other news, E*Trade was
fined $1 million by the Finan-
cial Industry Regulatory Au-
thority for failing to establish
policies to prevent money-
laundering [8].

1. McCracken, Jeffrey, Wall
Street Journal, Lehman's
Chaotic Bankruptcy Filing
Destroyed Billions in Value,
December 29. 2008.

2. Katz, lan, Bloomberg,
Markopolos, SEC Inspector

IT Security

Response to Newly-Published
Security Threat, December
31, 2008.

3. Claburn, Thomas, Infor-
mation Week, 200 Sony
PS3s Harnessed To Crack

Secure Site Certification,

December 31, 2008.

4. Adhikari, Richard, Inter-
net News, Moxzilla, Micro-
soft Mowe to Nix Web Secu-

rity Flaw, December 31,
2008.

5.  Wortham, Jenna, New
York Times, A Year Ticks
Over, and Zunes Get
Hiccups, December 31,
2008.

6. Kim, Ryan, San Francisco
Chronicle, Zune users
wake up to find their music
gone, January 1, 2009.

7. Hackman, Mark, PC

Magazine, Zune Issues
Caused by Leap Year Bug,
December 31, 2008.

8. Skillings, Jonathan, Cnet,
New Year's hangover for

Economic News

General Will Testify on
Madoff Scheme, December
31, 2008.

3. Scheer, David, and
Dodds, Allan,
Bloomberg, Madoff’s Asset
List Won’t Be Made Public,

U.S. Regulator Says, Janu-
ary 1, 2009.

10.

11.

12.

13.

14.

Zune users, January 1,

2009.

McDougall, Paul, Infor-
mation Week, Windows 7
Leaked To The Internet,
December 30, 2008.
Lipowicz, Alice, FCW,
FEMA investigates breach
of Katrina victims’ private

information, December

24, 2008.

Reuters, Easy come, easy go
after gold glitch, December
29, 2008.

Ray, Bill, The Register
(UK), Nokia 'Curse of
Silence' SMS exploit uncov-
ered, January 2, 2009.

Bagga, Bhuvan, India
Today, India has to gear up
to face the virtual assault,

January 2, 2009.

Express News (India),
Hackers deface Eastern Rail
website, December 25,

2008.

Henriques, Diana B, New
York Times, Madoff Trus-
tee Seeks Wide Power to
Subpoena, January 2,
2009.

CNN, Austria takes over
bank hit by Madoff case,
January 3, 2009.

Hosenball, Mark, News-
week, Made Money With
Madoff? Don’t Count On
Keeping It, January 3,
2009.

Scheer, David,
Bloomberg, SEC Said to
Examine More Pongi
Schemes After Madoff,
January 2, 2009.

Kell, John, Wall Street
Journal, E*Trade Fined $1

Million Over Monitoring
Lapses, January 2, 2009.

Volume 2 issue 1



Goodbye 2008
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Heavier than air flying
machines are impossible—

Lord Kelvin (1895)
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In a further sign of protec-
tionism, starting January 1,
China will impose a 10% tax
on loans made to Chinese
banks from overseas lenders
[1]. Elsewhere in China, ring-
leaders of a $2 billion software
pirate gang were sentenced
from 1% to 6% years in prison

(2].

In the Middle East, there is
currently a shooting war be-
tween the Hamas terrorist
group and Israel. Some of the
missiles raining down on Is-
rael are sophisticated Chinese
rockets [3].

In Japan, it is estimated that
85,000 part time and 3,300
permanent employees will lose
their jobs between October
and March [4]. By contrast, in
the US, for the week ending
December 27, first time unem-
ployment claims fell to

dding to other exploits,

fake digital certificates
can now be creating MD5
hash values identical legiti-
mate certificates [1]. When
setting up an SSL session or
passing a signed message, the
receiver would check the bo-
gus certificate and it would
path validate correctly. The
National Institute of Stan-
dards and Technology (NIST)
continues to look for ever
stronger hash algorithms,
recognizing that future ad-
vances could allow future
digital certificate exploits. For
example, in 2007, the NIST
embarked on soliciting algo-
rithms for the next generation
of hash algorithms [2].

In 2005, one tool was devel-
oped to search for multi-bit
consistencies (read weak-
nesses) and was applied
against the NIST SHA-256
algorithm [3]. The approach

Asian News

492,000 [5]. Having a strong
export oriented economy has
kept Japanese workers em-
ployed. The trade imbalance
with Japan has lasted decades
will continue as the value of
the Yen fell to a three week low
against the dollar [6]. In the
latest Census trade news for
October, the trade deficit with
Japan was $6,046.85 million,
second only to China. With
such staggering trade deficits,
how could the value of the
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used a Statistical Process Con-
trol (SPC) threshold (mean
plus three standard devia-
tions) across every two bit
patterns in the resulting SHA-
256 values. Large numbers of
hash values were calculated in
sequential order and the sta-
tistics for each two bit se-
quence recorded. The results
indicated there were some
consistencies (weaknesses) but
not how to correct the prob-
lem. The theory is that if
there are 2-bit weaknesses,
they will be detected when the
SPC threshold is exceeded.

This does not mean there is
currently any exploit that
places Public Key Infrastruc-
tures (PKI) at risk. It does
however demonstrate there
are as yet undiscovered ex-
ploits that could dramatically
impact future e-commerce. In
any cryptographic algorithm,
predictability is a weakness.

Fake CA Certificates

dollar increase?
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For example, the Data Encryp-
tion Standard (DES) has weak
keys, such as all zeros or all
ones.
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