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IT Security

any Government users rely on Blackberry wireless handheld devices for email communications.

Research in Motion, makers of the Blackberry, released a software patch to prevent hackers
from sending malicious code in PDF files [1]. At the Department of State, apparently there was a reply
to all email problem that nearly shut down the mail system [2]. Next to the Department of Treasury,
where a GAO report cited security weaknesses in the Internal Revenue Service (IRS) electronic tax
filing program [3]. The Treasury Inspector General (IG) for Tax Administration claims the IRS Mod-
ernized e-File System was implemented with known security vulnerabilities [4]. The Treasury IG be-
lieves the lack of attention to security resulted from other business requirements [5]. The GAQO report
comes three months after the IG reported major security vulnerabilities in two IRS systems [6]. Else-
where in the Government, the Department of Homeland security (DHS) plans to quadruple its re-
search investment for digitally signed router updating [7].

In an unusual twist, Russian hackers added congratulatory comments in a new malicious program
addressed to Microsoft for quickly responding to a previous exploit [8]. As new software is developed,
security controls often must be upgraded. For example, users testing the new Microsoft Windows beta
version have discovered some anti-virus software no longer works [9]. Additionally, Microsoft released
a security path to correct a problem with the Server Message Block (SMB) Protocol that could allow
hackers to launch malicious code [10]. In other news, the new Conficker Worm allows a hacker re-
mote control over an infected computer [11]. Computers that have not applied the October Microsoft
MS08-067 patch are vulnerable to infection [12]. Currently the worm is spreading rapidly increasing

from 2.4 million to 8.9 million machines in four days time [13]. (Continued on page 2)

Economic News

n Florida, a hedge fund renewed financial stress. For billion loss, Citigroup will split

manager accused of de- example, the company plans into two pieces; Citi Holdings
frauding investors out of mil- to separate US consumer and Citicorp [7]. Overseas in-
lions has gone missing [1]. finance and securities busi- vestors, including those invest-
Investors worry that the nesses from its global com- ing in Citi, have lost consider-
fund’s $350 million has disap- mercial banking operations able wealth due to the eco-
peared along with the man- [5]. Eatlier in the week Citi nomic downturn. For example,
ager [2]. Elsewhere in Florida announced the end to its one estimate of Arab country
an Indiana fraud suspect re- one-stop financial services losses for the past four months
mains hospitalized after fak- ; e i o i ST B B B

ing his death in a plane crash

and attempting a getaway on a % n
red motorcycle [3]. e : m@m@@ @\ &

Two banks became the first
shuttered this year; the Na-
tional Bank of Commerce in

Illinois and Bank of Clark
County in Washington state shopping by selling off Smith is placed at $2.5 trillion [8].

[4]. The once largest U.S. Barney for $2.7 billion [6]. Meanwhile, the Bank of Amer-
After reporting an $8.29

bank, Citigroup, is under (Continued on page 2)
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Good bankers, like good tea,
can only be appreciated when
they are in hot water—Jaffar

Hussein
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ica (BofA) reported its first
loss in 18 years [9]. In addi-
tion, BofA is receiving an
additional $20 billion in Gov-

ernment aid [10].

The second biggest consumer
electronics chain, Circuit City,
will liquidate its 567 U.S.
stores [11]. The company was
in Chapter 11 bankruptcy
but could not overcome the
economic downturn. The
Federal bankruptcy judge
Kevin Huennekens approved
the liquidation of the com-
pany [12].

On the plus side, the IRS
plans to cut some slack for
taxpayers facing economic
hardships [13]. With corpo-
rate profits down, unemploy-
ment increasing, and home
foreclosures on the rise, ex-
pect tax revenues to decrease.
This will necessitate changes
throughout the Government.
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Technology advances are
constantly changing the
way business is conducted. In
the process, newspapers con-
tinue to be pressured from
lower circulation and advertis-
ing revenues. Case in point,
the Minneapolis Star, the
15th largest U.S. newspaper,
has filed for Chapter 11 bank-
ruptcy [1]. Chapter 11 is used
for companies that plan to
emerge from bankruptcy and
continue operating.

The Chicago Tribune also
filed for Chapter 11 bank-
ruptcy [2]. Moreover, the Seat-
tle Post-Intelligencer is for sale
[3]. If a buyer cannot be found
within the next 2 months, the
Seattle newspaper will close
[4]. This follows the an-
nounced plan to sell the
Rocky Mountain News [5].
Concurrently, the Tucson
Citizen is up for sale and if
there are no buyers by March
21, the paper will close [6].

Arguably the largest Ponzi
scheme in U.S. history,
Madoff, highlights the diffi-
culty in detecting white collar
crimes. It is estimated that the
losses from this one fraud
equal three years of all prop-
erty crime (every larceny, bur-
glary, and auto theft) [1]. So
how could one fraud go on for
so long? Each month, inves-
tors received a detailed state-
ment itemizing alleged invest-
ments made [2]. For example,
one investor’s monthly state-
ment listed Madoff invest-
ments in Fidelity funds that
Fidelity claims never hap-
pened [3]. Indeed, it appears
that the Madoff fund never
made any trades [4]. So the
fraud was planned from the
start.

For those investors (victims)

In the News

News Paradigm Shift

As people get more or their
news from the Internet, the
quality may be diminished.
For example, during 2008, a
person posted a bogus story
that Steve Jobs suffered a heart
attack; news that drove Apple
stock to a 52 week low [7].
Likewise, bogus stories regard-
ing Bear Sterns, Lehman
Brothers, and IndyMac re-
sulted in staggering losses that
fueled, if not started, the cur-
rent financial recession.
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that received money from the
Madoff fund, they may be
required to repay what was
given to them [5]. So a victim
may have to cash out assets at
the current depressed prices in
order to repay dividends re-
ceived from the fraudulent
Ponzi scheme. In covering
losses, Madoff’s investment
firm is likely to fetch no more
than $10 million [6].
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Never trust a computer you
can't throw out a window—

Steve Wozniak
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A man will be imprisoned in
a room with a door that's
unlocked and opens inwards;
as long as it does not occur to
him to pull rather than

push—Ludwig Wittgenstein
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Tension between India
and Pakistan remain high
following the terrorist attack
on Mumbai. Responding to
Indian criticism, Pakistan
vows to conduct a transparent
inquiry into attacks [1]. Indian
sources suggest that Pakistan
has acknowledged complicity
of Pakistani elements [2].
Meanwhile, Pakistan has given
its investigators just 10 days to
complete their inquiries into
the Mumbai terror attacks [3].

With over a billion people, it
should come as no surprise
that China has more Internet
users than does the US. Case
in point, China now has 298
million Web users versus

At the West Point Military
academy, a woman was
arrested for a scheme to de-
fraud the U.S. Government
out of nearly $3 million [1].
The woman is accused of us-
ing Government purchase
cards to make payments to
CWG Enterprises for training
that was never received [2].

We often limit our thinking
of counterfeiting to paper
bills. However, there are cases
were people try to mint their
own coins. Case in point, a
man accused of passing pri-
vately minted coins at a Buf-
falo Sabres game is now the
suspect in a federal bank fraud
case [3].

Fraud continues to make the
headlines. For example, in
Wisconsin, a former business
man was sentenced to 6 year
in prison for fraud in excess of
$1.5 million [4]. In California,
a man was convicted of a $2.5
million fraud [5]. In Minne-
sota, a man pleaded guilty to
real estate fraud totaling $4
million [6].

Asian News

223.1 million in the US [4].
During 2008, the growth in
Chinese Web users was 41.9%
[5]. Meanwhile, in 2007, China
passed German to become the
third largest economy in the
world [6]. In a twist, Congress
will start hearings in February
17 to examine China’s role
and response to the world fi-
nancial crisis [7].
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While Bernie Madoff may
have operated the most suc-
cessful Ponzi scheme yet un-
covered, he is not the only
fraudster using this exploit.
For example, in Pennsylvania,
a man was sentenced to 8 year
for a $5 million Ponzi scheme
[7]. In Syracuse, New York,
Federal prosecutors accused a
man of running a $17 million
Ponzi scheme [8]. In Georgia,
a currency investor was
charged by the SEC of operat-
ing a $25 million Ponzi

scheme [9].
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