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IT Security

M any state and local jurisdictions have set up speed and red light violation cameras for safety and
revenue. These cameras are automated and take a picture of the vehicle plate number used to
identify the owner of the vehicle. The vehicle owner is then sent a bill for the violation. In Montgom-
ery County Maryland, some students have been making bogus motor vehicle license plates to have
speed cameras mail traffic violations to innocent victims [1].

The MD5 hash algorithm has been successfully exploited [2]. Although
the focus has been on SSL and PKI applications, other security prob-
lems exist. For example, many software products are distributed and a
MD5 checksum is posted to show the product has not been tampered
with. When using hash algorithms to enhance file transfer security, the
most popular algorithms are MH5 and SHA-1 [3]. A rogue could re-
place a security patch with malicious software that has the same MD5
hash value as the legitimate product.
F The RBS Worldpay company had a secu-

rity breach that exposed approximately 1.1
million social security numbers and

around 100 payroll cards used in a fraudu-

.. lent manner [4]. The company notified
law enforcement and regulators around

! November 10, 2008 but didn’t alert vic-

tims until December 23, 2008 [5].

J There were 33 celebrity’s Twitter accounts hacked apparently by one
hacker [6]. In other news, U.S. Army and NATO web sites were defaced
by hackers using an SQL Injection attack [7]. These on-line vandals pro-
tested against Israel's campaign in the Gaza [8]. Other hackers hijacked a
web feed at Macworld 2009 and inserted bogus messages [9]. In another
highly visible news story, the U.S. attorney's office in Chicago provided a
press release for a $15 million fraud scheme that inadvertently included
the names of 25 confidential witnesses [10].

(Continued on page 2)
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disclosure that last month, Haitian community [4].
he gave a $1 million worth of
jewelry to family members
[3]. With the news surround-
ing the Madoff Ponzi
scheme, the SEC is aggres-
sively targeting like crimes.
For example, in Florida, the
SEC obtained a court order
to shut down a $23 million
Ponzi scheme targeting the

xpect the Congressional

hearings over the Madoff
failure to be tough with the
SEC defending its existence
[1]. During the past 16 years,
regulators probed Madoff 8
times and never came close to
discovering the Ponzi scheme
[2]. There are calls to revoke
Bernard Mdaoff’s bail and
have him jailed following the

Starting the new year on a sour
note, the Fed is predicting a
decline in the GDP and in-
creases in unemployment [5].
The latest victim in the global
financial crisis was former Ger-
man billionaire Adolf Merckle
who committed suicide [6].
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Reality is merely an illusion,

albeit a very persistent one—

Albert Einstein
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Meanwhile, Microsoft is pre-
paring the next security patch
for January 13 that will close a
hole that hackers could ex-
ploit to remotely control the
host computer [11]. Finally,
the Google developer site may
have been used to distribute
malicious software (malware)

[12].

1. Slaninka, Joe, Montgom-
ery County Sentinel,
Local teens claim pranks on
county's Speed Cams, De-
cember 11, 2008.

2. Redmond Channel Part-
ner, SSL Certs Busted,
January 4, 2008.

3.  Perrin, Chad, ZDNet
Asia, Use cryptographic
hashes for validation, De-

(Continued from page 1)

Readers may recall that the
Bank of America (BAC) in-
creased its holdings of the
China Construction Bank
from 10.8% to 19.1% owner-
ship last November [7]. Now it
seems that BAC needs money
and will reduce its holdings
from 19.1% down to 16.6%
(8].

Pension plans went from a
surplus of $60 billion in 2007
to a $409 billion deficit in
2008 [9]. In other news, the
Swiss bank UBS, announced
it will no longer offer offshore
accounts, that were used to
evade taxes, for its US clients
[10].

The economic news continues
to be negative with the most
jobs lost since the end of
World War 2 [11]. The cur-
rent rate of unemployed is
7.2% the highest since Janu-
ary 1993 [12].
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C ounterfeiting is typically
associated with products
and currency. Bogus products
can be any goods such as phar-
maceuticals and name brand
products. During 2008, $270
million in counterfeit goods,
81% of which came from
China, were seized [1]. As
more American companies
rely on China for manufactur-
ing goods, the ability to fake
products increases.

Much of our commerce still
relies on paper documents.
The advances in computer
technology increases the abil-
ity to make high quality fakes.
Arguably, the most difficult
paper document to fake is
paper currency. If fake money
can be made, then any paper
document, such as checks,
birth certificates, mortgages,
awards, and the like can be

faked.

Counterfeit

man bought expensive elec-
tronic equipment with the
bogus bills and later returned
the equipment for cash [6].
Taking a $5 bill, bleaching it
to remove all ink, then print-
ing a fake $100 bill was the
same approach used by a Safe-

way employee in California
[7]. If merchants have diffi-
culty in detecting fake cur-
rency, the counterfeiting must
be reasonably good. Case in

US $500 enclosed in third party tamper resistant container

During the current hard
times, some people are look-
ing to make money (read
counterfeiting). For example,
in Kentucky, 2 suspects were
arresting with $2,000 in bogus
bills [2]. Authorities believe up
to $15,000 in bogus $20 bills
are in circulation from the
Kentucky counterfeiter [3].

In Minneapolis, a man
pleaded guilty to turning $5
bills into $100 bills [4]. Au-
thorities believe between
$10,000 and $30,000 counter-
feit bills were made [5]. The

In the News

point, in Newburg, New York,
police are warning of fake $20
and $50 bills, which have only
one of three serial numbers

(8].

New currency includes more
tamper protection making
counterfeiting more difficult.
However, what happens to the
older currency still in circula-
tion? Consider the U.S. once
circulated currency larger than
$100 bills. This page illustrates
the front and back of a 1934
series $500 bill with William
McKinley on it. Given the

counterfeiting technology
today, authentication is pro-
vided using a 3™ party tamper
resistant container with a
registered paper money guat-
anty. How will other paper
documents be protected as
counterfeiting technology

increases! Expect to see more
cases of fraud using computer
doctored documents.
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It is more honorable to repair
a wrong than to persist in it—

Thomas Jefferson




India conquered and
dominated China culturally
for 20 centuries without ever
having to send a single soldier

across her border—Hu Shih
(former Ambassador of

China to USA)
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India charged Pakistan with
allowing some terrorist
groups to continue activities
unimpeded [1].The Indian
Government asserts that Paki-
stan must have supported the
terrorists [2]. If India truly
believes this, the question is
not if there will be a war but
rather when and how exten-
sive. India indicated it has not
exhausted all options if Paki-
stan does not bring the Mum-
bai attack plotters to justice
[3]. Meanwhile, Pakistan
Prime Minister Yousaf Raza
Gilani is questioning why
there is so much discussion
about Mumbai [4]. Perhaps
India is waiting on its re-
sponse until January 20™ or
shortly thereafter when the
US is distracted by the chang-
ing administrations. In the
interim, one report suggests
some elements inside Pakistan
are planning an attack on
Indian computer networks [5].

Many American business use
India for software develop-
ment which brings us to the
next newsworthy item. The
chairman of the 4™ largest

H igh dollar fraud contin-
ues to dominate the
news. For example, in Chi-
cago, Federal agents arrested 2
people who operated a fraud
scheme at One World Capital
Group that cost investors $15
million [1]. Meanwhile, in
Richmond, Virginia, a former
chief operating officer of In-
vestment Properties of Amer-
ica pleaded guilty to a $132
million fraud scheme [2]. In
Missouri, a man pleaded guilty
for his part in a $12.6 mort-
gage fraud scheme [3].
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software exporter, Satyam
Computer Services Ltd. was
arrested in a $1 billion fraud
scheme, on charges including
forgery, breach of trust and
criminal conspiracy [6]. Indian
regulators took action includ-
ing dissolving the company’s
board of directors [7]. Several
of the Satyam investors are
considering suing Pricewater-
houseCoopers LLC for failing
to detect the fraud [8].

On the economic front, China
may cut back on buying Ameri-
can debt [9]. In a further sign
of its emerging role, China is
sending an envoy to the Mid-
dle East to push for an end to
the fighting between Israel and
Hamas [10].
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Sometimes a contract dispute
spills over into nefarious activ-
ity. For example, in Bellevue,
Washington the CEO of a
Web development company
pleaded guilty to an illegal
computer intrusion against a
former client [4].
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