


This store contains a copy of the distributed software for the purpase of comparison. Mo assumptions are made
with respect to the cleanness of the files originally placed on the backup store. The only restriction is that the
backup store is not directly assessable 1o the host environment. Adleman [1] imphles that viruses are no threat
if new programs caw't be introduced, old programs never change, and communications are not allowed. The
isolated SPI architecture satisfies each of these three conditions,

Greneral Rules

This section develops general computer virus inference rules.  The common security threat to
executables posed by virnses is loss of imegrityl. Chne introductory point made in [23] is that a virus carcier is
usnally vorelated to the program it infects.

Rule 1: An executable will change following
a virus infection.

executable(file) A infection{file) = -integrity(file)

An execulable iz some set of machine readable instructions such as a program file or some biading
mechanism, A virus alters a program by copying itsclf inlo programs or files [22]. The central focus of this
papet is to provide an analysis of file corrupiion cavsed by computer viruses, One point made by Spafford [19)
is that "virnses cannot spread by infecting pure data” Pure data in this context does not include source code nor
other data which influence a computer's control execution. That is, for a virus to propagate, it must influcnce
instructions executed by the CPU at some point. Tn general, data files are not execotable.

Rule 2: A changed file can be identified through the
uge of a checksum function.

checksum({file) = integrity(file)
«checksum(file) = -integrity{file)

There are many types of checksum functions. Some are based on Cyclic Redundaney Checks (CRC) or
cryptographic algorithms. One example of a cryptographic checksum is deseribed by Pfleeger [16]. Pfleeger
points out that if the computed checksum matches the stored value then it is lkely that the file has not been
changed. That is, changes to files result in changes to the computed checksum value. As indicated in [20], a 16~
bit checksum such as the CRC-16, detects 99.998% of all 18-bit and longer burst errors, 1t should be noted that
if & CRC algorithm is known it can be defeated. To overcome a known CRC attack, an isolated platform such
as SPI can be vsed to randomly select the CRC algorithm vsed and thereby immunize itself from a CRC
attacker {7]. A ceriainty factor” based on the strength of the checksum function should be considered when
using rule 2.

Rule 3: For a virus to function, it must influence
machine readable instructions on the host
computer.

executable(file) » infected(file) = virus{file,active)

1. In this paper, loss of integrity implies unauthorized modification {including destruction).
2. The certaintly factor is a measure which approaches 1.0 as the evidence for a given hypothesis incrcases.



Rule 3 provides the key for detecting self encrypling viruses. A self encrypting virus is designed to
defeat the prefix and posifix checker controls such as those described in {24]. A virus incorporating this stealth
teehnique itroduces a differcnt pattern for each file infected. The common denominator is that the host
computer must be able to decrypt the virus as it exeeutes the infected file. If this were not true then the
infection could not execute and thereby not propagate itself,

Rule 4: Given an original file and a corgupted version
of the original, there exists a function DIFF
that returns the changes made to the original
file which, when applied to the original file,
result in the corrupted file.

original{file) A altered({(file) = Aiff{patiern)

The confidence that the proper diff patiern has been obtained increases when the identical pattern is
observed in several corrupted files.

Rule 5: Given an encrypted pattern containing an
encrypbing virusg the decrypted code can be
obtained by incrementally applying Rule 3.

diff (pattern} A applied _to{first instruction, pattern) A exscutable{pattern)
= algorithm{decryption)

The function "applied to” uses the first executable instructions obtained from the infection to operate
on the encrypted file. The itial infection instructions must provide the method for resloring the executable
virus instructions. Tn a typical stealth virns which encrypts itself, some pattern (key stream) is usually added,
using modulo 2 addition, to cach byte of the virus code. By using a randomly generated pattern during the
initial infection, cach virus infection pattern appears different. A mulli-encrypted file would also be recoverable
by recursively applying Rule 5. That is, n decryption passes are required in order to obtain the deeryplion
information necessary for the n + I th pass. In geoeral, if there are m encryption passes used in the stealth
virgs, then rule 5 would have to be incrementally applied m {imes.

Rule 6: It is possible, through the use of a
disagsenmbler, to digasgsemhle an executable
file.

executable({file) A disassemble{file) =+ assembly(file)

In this discussion we use a goal-driven ssarch for viruses., Moreover, the disassembled code has certain
exploitable characteristics. We know where 1o begin disassembly (the start of the diff file). Additionally, a well
formed executable program should be parsable into a assembly listing. Today, many debug utilities inclnde an
disassemble capability. This rule points out that if the corruption apphied 1o a file is executable then it should be
possible to disassemble.



Rule 7: An encrypted file cannot be corvecbly
digassembled

encrypted{file) = -wmachine readable(file)
-machine readable(file) A dicassemble(file) = —asgembly({file)

Encrypted data s an uniotefligible form called cipher [14]. If a file is encrypted then it is uninelligible
and hence cannot be correctly disassembled. That is, an encrypted file must be processed {decrypted) prior to,
or as part of, cxecution. It is possible that an encrypted file will disassemble into something syntactically
acceptable but semantically meaningless. This property also applies to data files. Indeed, the file might contain
data whick would halt the processor.
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Figure 1; A Self Encrypting Virus

Rule 8: An encrypted file can be disagsembled
after applving Rule 5.

encrypted{file) A applied to(first instruction, file} A disassemble(file) =
assembly(file)

The function performed ia Rule 5 decrypts the cipher thereby restoring the code to a machine readable
format., The reselting machine readable code can then be disassembled by applying Rule 6.



Rule 9: A known and unencrypted virus can be
located if it resides in an executable.

-encrypted(pattern) A known_as(pattern, name) = virus(name)

A simple patiern matching function is sufficient to satisfy Rule 9. Many of the existing virus detecting
programs search fles looking for patterns representing viruses. The function "known_as" is a table look up of
known viruses.
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Fieure 2: Double Encrypted Virus

Rule 10: If a binary difference from DIFP
disasgenmbles, the likelihood of a
random error iLs low.

assemble{file}) = file{sxecutable)

It is remotely possible to disassemble a random Dle and get legitimate code, however there are
sufficient mvalid states 10 make this unlikely, Rule 10 points out that in a random corraplion of a file, the
probability of the corrupted difference being executable is fow, Within a given CPUJ instruction set there arc
many illegal states. A random corruption would most likely result in many non-valid instroctions, any of which
would result in an error state.



Figure 1 and 2 illustrate a siealth encryption vieus, n this simple example, the circle represents a
process performing the exclusive-OR function of a MASK byte to each byte of the infection. In a more
sophisticated encryption scheme, the MASK could be obtained from a key stream such that each byte-wise
XOR would be with a psuedo-randomly derived MASK. The random outputs would be exclusive OR’d to each
byte resulting in a stronger encryption scheme.

Software Development Rules

I a development environment changes are made to source code and then recompiled. Thus legitimate
changes to execcutable code should follow changes to source code. If the development tools and source code
reenain unchanged while the executable changes, then the changed executable is probably aot legitimate as
shown in Figure 3.
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Figure 3: Development Versus Infection

Rule 11: If an executable program changes but the source
code does not then the changed executable ig
probably not legitimate

configuration{unchangad} A integrity{source,flle) A
—integrity{executable, file) = -legitimate{executabls, file)

1f nothing changes, then compiling the same source code should result in identical sxecntables.



Rule 12: Compiling revised source code produces
revised executable code.

~integrity(source,file} A compile(source,file) = -integrity{executable,file)

An inderesting point made by Page {15} s the possibility of source code viruses. Given the C compiler
Trojan horse example described by Thompson [21], it is not wnreasonable to visnalize a source code virus. To
sce how a source code virus might work, consider the following. By infecting only source code, it would be
difficndt for many of the enrrent “exeentable” detectors to monitor systems. Optimizing compilers often
restructure code such that the exeentable files might not have a discernable signature. A source infector would
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Fizure 4 Source Code Virus

require several picces inclading source code readable by a translator {compiler). The actual infection could
insert two copies of itself inte the source code, The first copy might be dectared as a text array. The second
copy would be destined for in-line insertion thereby becoming execntable after compilation. Further, a stealth
virus might encrypt the text array making exceutable pattern recognition more difficult as shows in Figure 4. A
source code virus might be detected by comparing infected sonrce code files to reveal identical in-fine
instropctions representing the virus.

A typical source code infector might look like the virus formal shown in Figure 4. In this example, the
virus containg executable code and a text buffer containing compiler readable source code. Everything is self
contained within the infection. After compilaiion, the resudting file contains both source and executabie code,
Clearly, a souree code virus is feasible.



Applving the Rules

By applying the above stated rules a disassembied copy of the viral infection can be extracted. This
section describes the procedure and then address what can be learned from the virus code. The specific rule
addressed will be abbreviated. For example, Rule 1 will be denoted (R1).

Coben has shown that in general, it is vndecidable whether or not a sequence of code is a virus |3].
Furthermore, other rescarchers agree with Cohen’s proof and have propesed refinements 1o his proof model
[10}. By contrast, Crocker and Pozzo [5) proposed a “fail-safe” virus filter, Ducking the religious issues
associated with these two extreme positions, there are some pieces of information which are decidable in
polynomial time. For example, i we have a known virus such as oVIR we can conclude that a file is infected if
we find VIR in an execwtable. This example holds for the special case of a known virus, but not in general,
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Figure 5: A Possible Virus Control

One use of assembly code is to search for flicit code as deseribed in [8]. The assumption is that viral
code has some identifiable features which differentiate it from normal instructions. A similar approach focusing
on viral operating system calls was proposed in {11}, For example, in the 80x86 CPU, instructions such as [N,
OUT, or INT might be cause for concern.

When a new virus hits there is time lost in figuring out what the viros does. Typical inquires request
information on triggers and payloads. Much of the desired information can be obtaised from a parse
performed within an isolated processor. By applying a disassembly to the exccutable program and then
searching for viral instructions, much information can be accumulated. An example environment using the §PI
archtecture 1s shown in Figure 5.

Using the SPI architecture described in [9], changes to executable files can be detected using (R2).
From the aliered file, the difference can be extracted by (R4). The extracted differcice can be decrypted if



cncrypted (R5) and then disassembled (R6). If the disassembly succesds (R10) then there is a good indication
that the file has been deliberately modified. If the unencrypled difference (RS) appears in multiple files then it
is likely that & virus is at work.

Figure 5 also illustrates a possible mitigative control based on transparently restoring corrupted files
from a backup disk. In this example, the backuy store files are used for comparisons and are not executed on
the SPT processor. Therefore, an infocied file residing on the backup store could not infect the SPT processor.
As a final point, the backup store could be updated using an approach similar to [13] where the user is queried.

Dierivable Cases

Consider the shrink-wrap virus case. The virus would first manifest itsclf by executing its payload or by
reproducing. I the virus is still in the reproductive stage, then 1 will most likely be detected in another file after
that file’s integrity is altered dve to infection. Through the application of the rules previously stated, the newly
infected file will provide a source for extractiog the viral code. A patiern matcher can then explore adl
executable files for an ocewrrence of the same viral set. Should the pattern be found in an original distributed
file then we can infer that the source is a shrink-wrap virus,

Summary

This paper examines inference roles involved in identifying a computer virns. The newer self
encrypting stealth viruses are examined and slong with the necessary conditions for their detection. The rules
are then wsed to derive propertics of new viruses,
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